Crypto-Asset National Security Enhancement and Enforcement Act of 2023

This legislation is designed to address critical gaps in U.S. anti-money laundering and sanctions frameworks to fight the rise in crypto-facilitated crime and close avenues for the evasion of money laundering and sanctions measures that are critical to our national security. 

Decentralized Finance
· Decentralized finance or “DeFi” broadly refers to un- or lightly-regulated, purportedly “autonomous” services that are claimed to allow “unmediated” peer-to-peer transactions using blockchain technology. 	

· This legislation requires anyone who “controls” a DeFi protocol or makes available an application to use the protocol to: 
· Maintain anti-money laundering programs
· Know their customers and conduct due diligence on their users
· Report suspicious transactions to the government
· Ensure that persons subject to economic sanctions do not use their services

· If nobody controls a DeFi protocol, then—as a backstop—anyone who invests more than $25 million in developing the protocol will be responsible for these obligations.

· DeFi services thus would be treated the same as other financial intermediaries that already have these obligations -- including banks, credit unions, centralized crypto trading platforms,, casinos, and even pawn shops -- and close a growing loophole for illicit activity and evasion of financial crime enforcement.

· That will help prevent bad actors from using DeFi services to launder illicit funds, including the North Korean government, Chinese chemicals manufacturers, Mexican drug cartels, cybercriminals, ransomware attackers, scammers, and others.  

Crypto Kiosks
· [bookmark: _Hlk140494230]Crypto kiosks are typically found in convenience stores, gas stations, grocery stores, etc. and are used to buy, sell, and exchange crypto.

· This legislation requires kiosk operators to verify the identities of each user and counterparty to each transaction using each kiosk, helping to stop criminals from using crypto to engage in scams against innocent consumers, and money laundering related to drug trafficking, human trafficking, and other illegal activity

Special Measures 
· Existing authority under the USA PATRIOT Act allows Treasury to designate “primary money laundering concerns” through notice-and-comment rulemaking.  This authority is used go after the most serious and persistent money laundering threats.  This is currently limited, however, to transactions involving traditional correspondent bank accounts.

· This legislation provides a targeted modernization of that authority to allow pursuit of new threats involving money transmitters, crypto, hawalas, and others that avoid using such bank accounts, to help prevent illicit financial activity that occurs outside the traditional banking system.
