
LibreOffice Digital Signatures
Test Case Subjects: Writer, Draw

File Type: odt, pdf

Date: 2025-06-18

OS: Fedora Linux 42 (Workstation Edition)
LO: Version: 25.2.4.3 (X86_64)

Build ID: 520(Build:3)

CPU threads: 8; OS: Linux 6.14; UI render: default; VCL: gtk3

Locale: ro-RO (en_US.UTF-8); UI: en-US

Calc: threaded

Root CA  ⇨ https://pki.dacbarbos.eu/ca.crt

Signing certificate details:
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 2053957568976862473 (0x1c811f86d2973d09)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=RO, O=DACBARBOS Brand, CN=DACBARBOS PKI CA
        Validity
            Not Before: Jun 17 00:00:00 2025 GMT
            Not After : Jun 16 23:59:59 2030 GMT
        Subject: C=RO, O=DACBARBOS Brand, OU=CISO, CN=DACBARBOS PKI SA, 
emailAddress=contact@dacbarbos.eu
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (4096 bit)
                Modulus:
                    00:d4:b1:5d:c3:2d:f0:6a:32:86:c0:42:4f:56:c5:
                    a4:05:77:ce:c1:40:07:ab:df:f7:20:43:5c:28:2e:
                    a6:cd:69:90:d9:14:a4:9a:7b:89:73:e4:ab:99:6a:
                    fa:f0:70:54:89:4b:83:56:7c:0b:93:22:e2:32:ab:
                    2e:02:a5:7d:fb:11:70:6f:6d:70:ed:1e:6f:ba:6d:
                    7b:9d:32:ee:f3:e4:f0:aa:88:90:1e:ce:e8:8e:81:
                    64:f5:91:81:3f:53:08:e6:72:1b:f3:37:27:d3:92:
                    8d:d2:c6:3d:b4:04:a6:6a:25:51:1a:0c:83:80:2b:
                    b8:31:45:08:07:92:35:69:2e:75:ff:ff:95:d1:e1:
                    e1:0f:e2:0c:41:e2:27:8c:c7:fa:ed:29:bf:e4:f4:
                    e1:d0:aa:b7:04:80:d3:3c:92:c1:b0:70:68:49:95:
                    27:92:09:4b:15:db:7b:30:59:30:6f:ef:98:59:18:
                    85:50:b3:9a:a4:8a:36:5b:42:b6:c4:c7:de:cf:27:
                    14:8c:08:6c:89:b4:27:a5:41:e0:bd:20:95:2e:96:
                    80:d9:ea:70:56:d3:6a:2f:67:4c:4a:68:29:1a:38:

https://pki.dacbarbos.eu/ca.crt


                    4a:a8:35:e6:11:97:4e:5c:cc:85:83:a3:ab:ac:91:
                    4b:2b:ac:c0:89:ca:a1:97:af:97:eb:11:e0:2f:1a:
                    f4:9e:1c:61:51:f9:9a:01:9e:da:9d:0e:76:94:aa:
                    dd:67:60:cb:98:c2:68:fa:b6:e1:9c:a4:11:3f:d3:
                    e1:c8:6c:d2:d7:b9:7c:0d:8d:1c:cd:e9:c1:14:41:
                    c7:93:61:89:ea:3c:18:46:eb:ca:14:35:17:a1:56:
                    74:61:d5:bc:2d:3e:9e:46:07:31:e1:f2:0f:a8:d3:
                    38:bb:9d:4a:42:61:e8:e6:25:f1:5b:e0:2e:29:e2:
                    45:d0:9b:99:2e:7c:59:46:c4:ea:57:81:55:a0:bd:
                    c5:c1:4b:79:e1:8c:9d:51:e5:e9:94:16:6c:01:d3:
                    5a:d6:7f:e8:15:06:2b:8c:a2:6e:08:52:b1:46:4a:
                    29:ef:d4:0d:a7:e3:0c:ae:c7:5a:2f:0a:b4:37:46:
                    b3:1b:47:1a:55:90:10:58:51:be:16:77:80:1e:3b:
                    02:ae:86:c7:89:cc:92:0b:fb:93:fa:ed:39:0d:61:
                    b3:9c:33:a4:ad:c5:50:fc:05:f2:3d:85:1e:f2:b5:
                    56:9b:23:34:29:0d:e1:d4:2a:02:7b:3c:fa:3b:1b:
                    82:53:90:0b:c9:8b:a7:69:5c:8d:d3:9b:3d:18:8a:
                    0a:05:e7:3e:06:d0:fb:71:a3:eb:c9:c1:f5:ba:e2:
                    a9:2e:11:ba:37:7a:13:1c:8c:3f:2f:1e:76:69:37:
                    77:fb:eb
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: critical
                CA:FALSE
            X509v3 Subject Key Identifier: 
                63:09:D7:B8:6A:DE:5E:4F:DC:F1:23:A9:53:C1:0D:AD:6C:DD:D9:0F
            X509v3 Authority Key Identifier: 
                98:1D:30:B3:10:5F:DB:8C:75:1D:01:AF:E7:F1:8B:F8:D0:F5:7D:25
            X509v3 Key Usage: critical
                Digital Signature
            X509v3 Extended Key Usage: 
                Code Signing, Time Stamping, 1.2.840.113583.1.1.5, 
1.3.6.1.4.1.311.10.3.12
    Signature Algorithm: sha256WithRSAEncryption
    Signature Value:
        6f:40:40:23:d1:d0:94:84:6a:9d:54:51:06:51:eb:64:3e:31:
        3a:e1:c0:54:c2:7b:6b:ab:50:b7:6a:d6:92:a8:a2:86:a3:61:
        c8:b2:e3:1d:3c:5e:25:4b:ac:84:64:12:1b:88:39:5e:c8:71:
        bd:e3:f9:29:d1:39:03:53:54:52:3b:50:d2:a0:2a:af:d4:e6:
        9a:9b:34:8e:35:3b:ca:88:94:15:bc:ae:5b:bb:92:82:55:35:
        6e:ff:dc:26:04:0f:5d:40:66:56:f1:71:80:69:b5:00:db:84:
        b6:a5:f2:33:cf:11:24:e0:2c:fa:c6:48:5c:8c:bf:90:46:39:
        fc:82:5b:7f:2a:1c:a0:4c:7e:29:ca:f0:fb:14:81:0f:a9:25:
        7f:77:50:2f:9c:0b:05:5b:50:22:1f:85:a4:de:83:f4:c3:6e:
        ea:4f:76:f4:2d:1c:10:93:13:1a:64:2b:76:53:27:e8:ae:74:
        9f:f1:76:f8:94:4a:ec:65:a4:a7:05:c7:c2:3a:b9:72:bd:77:
        7e:45:cd:02:2a:76:3f:03:14:71:d8:4e:87:da:ce:b0:91:20:
        69:8f:03:68:36:18:44:fa:a1:32:19:44:59:14:2e:c3:01:28:
        c1:36:da:9f:c8:a8:65:f4:06:ba:8a:f6:85:df:94:34:02:49:
        f6:8a:da:70:97:95:f3:3a:18:29:0d:b1:8c:79:2e:d1:d9:68:
        51:b7:04:8d:ce:db:08:93:d8:99:3d:f1:6d:e1:c0:88:69:3d:
        bf:99:bf:84:b7:d8:98:06:aa:c7:f1:06:12:bd:51:aa:2e:0e:
        13:78:8e:36:f3:9a:e2:e5:f8:90:3f:1b:22:52:ce:d6:8e:4d:
        b4:e8:1b:76:72:54:65:e6:f3:96:6b:b9:e0:cb:16:44:d3:b2:
        f3:aa:fc:e7:3c:94:60:74:f6:47:ae:9e:a2:47:39:eb:6c:01:
        b5:e6:55:8a:05:fa:1f:d1:6c:01:53:70:03:97:33:f5:5f:11:
        ec:28:4b:33:39:64:42:f0:94:0f:f2:c9:9d:9b:d9:fa:d8:2a:
        77:d0:ef:7c:60:29:3f:6a:15:42:68:56:ee:57:a8:43:12:ca:
        4d:fb:91:25:87:c1:52:50:e2:89:a5:81:d6:77:95:ec:c5:b9:
        dd:e1:13:bf:91:10:47:c8:d5:3c:4e:a1:7d:13:1d:48:9f:cd:
        22:ee:09:64:78:80:5b:a5:f3:30:b3:02:b5:a9:62:f8:05:37:
        d4:27:76:60:61:51:64:67:a7:ba:4f:77:58:a7:f4:79:12:c3:
        41:d6:e6:06:ee:78:09:7e:f1:24:1b:0c:d3:30:1e:bc:87:ff:
        fa:b0:99:77:42:57:c9:44



-----BEGIN CERTIFICATE----------END CERTIFICATE-----

dacbarbos-pki-sa.pem
Test Case Results

• Writer (odt)  OK☑
• Draw (pdf)  NOK☒

LO Help page
https://help.libreoffice.org/latest/he/text/shared/guide/digital_signatures.html
Steps to reproduce
1. Open Writer app, edit a sample document and save it.
2. Sign the saved odt document (File→Digital Signatures→Digital Signatures...)
3. File→Export as→Export as PDF...
4. File→Digital Signatures→Sign Existing PDF...
The whole process is straight forward (simple  and intuitive). Draw will open up the PDF file in 
read-only mode, awaiting user’s action. Upon selecting the certificate as usual then pressing the 
Sign button (within the Select Certificate dialog), nothing happenes: no warnings or errors. Nada!

https://help.libreoffice.org/latest/he/text/shared/guide/digital_signatures.html

