Enron North America – MAPS Project
Business Risk Management (BRM) Project Reporting Format
	Project Objective

	Our review was designed to identify and test key policies, procedures, and controls related to 1) the use of MAPS by appropriate parties, 2) the insurance of timely, complete and accurate data capture, 3) key calculations, interfaces, and data validation checks and their sufficiency to preserve data integrity, and 4) the protection of critical data from unauthorized modification and misuse.




	Project Name
	Risk Area
	Target Activity
	Specific Risk Objectives
	Objective Met?
	Existing Control(s)
	Findings
	Recommendation,
Person & Target Date

	MAPS Project
	Systems
	Access and Security
	Information within MAPS is used by appropriate parties.
	Yes
	· Access is granted to limited users.

· Information is password protected.

· Information is read-only format.
	· None
	· None

	
	Strategy/ Business Portfolio
	Strategic Portfolio Management
	Reconciliations are performed to ensure timely, complete and accurate data capture.
	Yes
	· Accounting reconciles deal information to the general ledger monthly.

· RAC randomly reconciles populated data between the Investment Valuation Model and a hardcopy of the RASH before it is attached in MAPS.

· Accounting information in MAPS that is not reconciled to the general ledger is noted in red in the Deal Tracking Module for each asset.  Accounting information that has been reconciled is noted in black.
	· The DASH that is scanned into MAPS should be the finalized DASH that has been reconciled to closing documents by RAC.

· AALLP selected twenty samples of investments for reconciliation between MAPS Deal Tracking and the Deal Approval Sheets (DASH).  Testing performed uncovered inconsistencies between the DASH and the Deal Tracking Module.
	· All scanned DASHs should be reconciled to a hard copy of the final executed DASH.

· CTG should communicate with underwriting to ensure they receive the final executed DASH.

· All items on the DASH should be reconciled with the information in the Deal Tracking Module.

· New deal information entered into the Deal Tracking Module should be reviewed and validated independent of data input.


	
	Systems
	Infrastructure, Access and Security
	Controls over key calculations, interfaces, and data validation checks are sufficient to preserve data integrity.
	Yes
	· An exception report is automatically printed by MAPS whenever there is a discrepancy between uploaded information and MAPS.

· Model attachments are verified quarterly by a RAC manager to assure all revalued models were attached properly into MAPS.
	· None
	· None

	
	Information Systems
	Critical Applications
	Data is captured, stored and transferred completely and accurately
	No
	· None
	· Prior month adjustments to cash flow information in the MIDAS database are not replicated to the MAPS system.  The MAPS database does not receive any information from Accounting pertinent to prior months.  Any prior month adjustments to actual cash flow data will go unrecognized in MAPS.

· Actual cash flows from Accounting may be incorrectly attached to wrong deal legs. Deal legs in MAPS have a Deal Leg ID to which cash flows from the MIDAS database are mapped. Accounting personnel manually input this ID into the MIDAS database from a printout from MAPS.  If the ID is incorrectly entered, and matches an existing deal leg number, actual cashflows can be attached to the wrong deal leg.  Data is transferred between these systems weekly, yet reconciled only monthly.  Therefore, for three weeks of the month the data in MAPS could be incorrect.
	· Management should put into place a formal process for notifying MAPS of any changes in prior month transactions.  




· The process of attaching cash flows to deal legs should be automated.  By allowing accounting direct views of the Deal Leg IDs for downloading into the MIDAS database, the risk that cash flows are incorrectly attached to wrong deal legs would be significantly reduced.

	
	
	Access and Security


	Logical security provides adequate protection over key data

	No
	· None
	· Security for deal-models (Excel spreadsheets) stored in a directory accessible only to MAPS users relies on the users not knowing the directory path.  These models are stored read-only; however, a user could delete the current model and replace it with a different model.
	· Access to the directory these spreadsheets are stored in should be either protected or restricted to only those personnel authorized to view the directory's contents.

	
	Systems
	Access and Security
	Critical data is protected from unauthorized modification and misuse.
	Yes
	Cash flows reports are read-only.
	· None
	· None
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