ENA-North America/GRMS
Business Risk Management (BRM) Project Reporting Format
	Project Objective

	The scope of our review is designed to identify and test key control mechanisms within ENA’s Global Risk Management System (GRMS).  Our audit procedures included interviews with key ENA personnel, review and assessment of available policy and procedure documentation and appropriate levels of testing necessary to identify strengths and weaknesses related to the existing control environment.

	Project Name
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	Recommendation,
Person & Target Date

	GRMS
	Systems
	Critical Application
	· Data is captured, stored, and transferred completely and accurately.
	No
	· An exception report is generated for the transmission of data from the position capture database to the RMS database. This report identifies the Post IDs that did not successfully transmit to RMS due to an error in the mapping of the Post IDs to Book IDs.
	· No process is in place for production support to verify all books have been officialized and have been appropriately incorporated into GRMS.  Reports may contain incomplete data if new deals or books are not officialized by Book Administrators.

· Automated interface controls are not utilized to verify the completeness and/or accuracy of upstream system data transferred into GRMS. However, manual control checks are performed by users of reports who recognize if "significant" deals have been omitted.
	· A process should be put into place to identify all books which have not been officialized which may have a material effect on the final Benchmark Report or Value at Risk.


· In order to verify the accuracy and completeness of upstream data imported into GRMS, the business should consider the use of automated controls, such as control totals.  To automate these controls, upstream systems would need to provide summed or calculated totals that could be used within GRMS to compare against the transferred data.

	
	
	Critical Application
	· Exception reports are monitored for transmission into the RMS database.

	No
	· None
	· There is an exception report which identifies all Post IDs which were not successfully transferred into the RMS database due to incorrect mapping of finalized deals.  This report should be used by the business unit to identify deals which should be corrected and to determine that no material deals are omitted from the final reports.  The business is not currently using this report to ensure completeness of the data transfers.

	· The business should consider using the exception report to identify deals which have not been successfully transferred into the RMS database.  This report is created as data transfers occur, and could therefore be useful as a tool for confirming accurate transfer on a timely basis.
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	Critical Application, 
Access and Security
	· Logical security provides adequate protection over key applications and/or data.
	Yes
	· Printing, forwarding, and copying functionalities have been removed from the Executive Viewer. The capability of screen printing is still available, but the name of the user will be visible on the report.

· There are defined policies and procedures for granting access to view reports on-line and to have the Executive Viewer installed on a user machine. These policies and procedures are defined in SRRS.

· Login IDs and passwords are required to login into the web server to retrieve sensitive information.  The user is only the given the option to select the reports he/she has been given the access to view.

	· There are instances of username and password sharing to gain access to the RMS database
	· Require unique Ids and passwords required to gain access to systems resources.
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	Critical Application
	· Appropriate personnel monitor the reports being viewed by the users.
	Yes
	· An audit log for the on-line reports is regularly reviewed by the Risk Controls Group. This log identifies the requestor, the report requested, and the time of the request.

	· None noted
	

	
	
	Critical Application
	· Backup data is available in the event of a technical problem or disaster.
	Yes
	· Data is archived on a regular basis and may be recovered in the event that it is lost or corrupted.

	· None noted
	

	
	
	System Availability
	· Maintain an infrastructure that is able to support the business.
	No
	· None
	· The GRMS application contains a significant amount of books that are not being utilized. This creates an undo strain on the resources of the system.
	· Identify the books that are not being used and remove them from the GRMS and ERMS application. Create a process to maintain these applications with current books only.
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