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Enron E-Commerce SLA 
[bookmark: __RefHeading___Toc525641308]Introduction 
[bookmark: __RefHeading___Toc525641309]Purpose
The purpose of this document is to provide expectations regarding service delivery of Enron E-commerce Operations.  
[bookmark: __RefHeading___Toc525641310]Scope
The following services will be addressed in this SLA:
· Enron contact information
· Responsibilities of customer and provider
· Outage notification information
· Escalation & problem reporting procedures
· Types of service provided
· Remote administration installation & maintenance
· Conditions of service availability
· Service Standards
[bookmark: __RefHeading___Toc525641311]Enron Contact Personnel 
 
	Name
	Phone Number
	Office Location
	Availability

	E-Commerce Control Center – Technical Support
	713.853.5079
	Houston, Texas
	24x7 availability



[bookmark: __RefHeading___Toc525641312]Customer Responsibilities
[bookmark: __RefHeading___Toc525641313] Planning & Installation
a. Provide Business and Technical (server and network) point of contacts.  Include availability for each type of point of contact.  The contact information document contains this information. 
Note:  The Contact Information Document is attached to this Service Level Agreement.
b. Provide registered IP addresses for CPE routers and servers as needed for the project.
c. Provide information for circuit termination and hardware delivery, such as location and contact information, as needed.
d. Customers cannot access and/or make any change to servers without Enron’s approval.  If a customer UNIX Administrator is named in this SLA, customer still needs to coordinate with Enron.
e. Provide rack space in a secure Data Center environment for server and CPE equipment.
f. Ensure that rack space, power and environmental conditions meet EOL specifications.
Note:  EOL specifications document attached to this Service Level Agreement.
g. Provide an analog line for EOL maintenance access to the CPE equipment.
h. Provide cabling from the CPE hardware to the customer equipment.
i. The CPE routers and servers will need to be rack mounted and connected according to EOL guidelines.
j. Schedule Test & Turn-up of circuits and hardware with EOL.
k. Provide facility information to be able to house the hardware that Enron is providing.
l. Assign resources to collaborate with EOL for Test & Turn-up of circuits and hardware. 
m. Installation will need to be coordinated between the customer and Enron. 
n. Installations with two or more routers and/or servers require at least two independent power circuits for redundancy.

[bookmark: __RefHeading___Toc525641314]Support & Maintenance
a. Maintain specified power and environmental conditions for CPE hardware.
b. Assign resources as needed to collaborate with EOL in problem resolution.
c. Provide EOL with notification of changes that will affect connectivity to EOL in order to provide EOL with sufficient time to analyze the impact of such changes and plan accordingly. 
d. Report problems to the E-Commerce Control Center along with the severity of the problem, description of the problem, and contact information.
e. Provide maintenance schedules that would affect the application or equipment installed for the project.  This would include facility outages and maintenance. 
f. If an Enron representative is not present, the customer escorts and stays with Sun Haredware representative during maintenance period

[bookmark: __RefHeading___Toc525641315]Enron E-Commerce Operations Responsibilities
[bookmark: __RefHeading___Toc525641316]Planning & Installation
a. Enron will provide preconfigured hardware.  An inventory of the preconfigured hardware will be provided upon installation.  Sign off of delivery will be required of customer.
b. EOL will provide a rack elevation diagram to the customer specific to the project being deployed. However, all configurations have certain features in common
c. All CPE hardware must be installed in a secure location.
d. Complete the hardware documentation to include servers and network.  
Note:  Hardware documentation attached to this Service Level Agreement.
e. Enron arranges hardware maintenance. 
[bookmark: __RefHeading___Toc525641317]Monitoring
The E-Commerce Control Center is a 24x7 environment.  In the event that a problem occurs, the Control Center will follow escalation procedures to get the problem resolved
Enron monitors CPE routers on a 24x7 basis with SNMP and other tools. If a loss of connectivity or degradation of performance is detected, E-Commerce Control Center will notify the customer.
[bookmark: __RefHeading___Toc525641318]Outage Notification
[bookmark: __RefHeading___Toc525641319]Planned Maintenance Outages
The Planned maintenance window is a non flexible time period that may occur on a weekly basis.   The time period is determined by the time that poses the least impact on the customers, yet allowing ample time to perform maintenance.   (Ex.  EOL may perform scheduled maintenance on any Friday from 5:30pm CST to 12:00pm CST). 
NOTE: Detailed maintenance information can be obtained 24 hours prior to the production release, from the E-Commerce Control Center
[bookmark: __RefHeading___Toc525641320]Unplanned
Outages that do not follow the normal maintenance window fall into two categories:
A. Planned releases that are executed outside the maintenance window.  Ex. Bug fix or Business critical enhancement that cannot wait until the next planned outage
B. Unplanned emergency down time.   Ex.  Equipment failure that results in a brief site outage.
NOTE: The E-Commerce Control Center will notify the customer as soon as reasonably possible when an unplanned outage has occurred. Detailed maintenance information can be obtained 24 hours prior to the production release, from the E-Commerce Control Center
[bookmark: __RefHeading___Toc525641322]Remote Administration
 
[bookmark: __RefHeading___Toc525641323]Maintenance
Maintenance of Servers
Enron provides remote administration via network.  
If Customer has a UNIX Administrator onsite, Enron will send Customer a preconfigured server or disk within 5-7 days for lower priority needs.  If service is unavailable due to server outage, Enron will have a representative available or send replacement server within 24 hour.
 
Maintenance of CPE Equipment
This includes configuration changes and software upgrades. The customer will be notified at least 3 days in advance of scheduled maintenance.  CPE routers are covered by a Cisco On-site support contract.  If a problem requires hardware replacement, then either Enron will ship a replacement router to the customer or a Cisco-provided technician will visit the customer site to replace the defective hardware. Enron will perform router maintenance remotely, via modem access.

[bookmark: __RefHeading___Toc525641324]Conditions of Service Availability
Factors that would affect service availability include acts of nature, Internet Service Providers, and service plans.  Redundancy is a major factor in service availability.  Enron has built in redundancy in regards to Internet Service Providers.  The redundancy in connectivity depends upon the service plan agreed upon.
[bookmark: __RefHeading___Toc525641325]Service Standards
Enron will perform these service duties in support of Global View in the same manner in which it performs for itself, using reasonable business practices and processes.
[bookmark: __RefHeading___Toc525641326]Problem Reporting
All technical related problems will be forwarded to the E-Commerce Control Center for resolution.  All problems are given a priority to ensure that the right level of severity is placed upon the problem.  All the necessary technical resources will be applied to fix the problem.
[bookmark: __RefHeading___Toc525641327]Escalation Procedures
The escalation procedure contains priority levels and all the technical resources to solve a problem.  Time is also a factor that is considered when solving a problem and is documented in the escalation process.  The process is listed below:

[bookmark: __RefHeading___Toc525641328]Priority Level Definitions:
Priority 3 – Low
	Wait for regurlar business hours for resolution.  One or more users are affected by a minor problem that does not impact their ability to operate.  Notifications will be done on a daily basis.
Priority 2 – Medium/High
	Try and resolve the issue, even if outside of business hours.  One or more users are affected and it impacts their ability to operate.  Notification will be done every 2 hours.
Priority 1 – Critical/Urgent
The problem needs to be resolved as soon as possible.  Multilple users cannot operate and the site is affected. Notification will be done every 30 minutes.
	Status on any issue can be obtained by the customer on a 24x7 basis by contacting the E-Commerce Control Center.
	
[bookmark: __RefHeading___Toc525641329]Escalation Process:
The following is the escalation procedure that will be followed in the event that problem occurs:
· Control Center Manager
· Technical Specialist
· Technical Manager
· Director
· Senior Director
· Vice President
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