ENA-North America/Risk Controls 

Business Risk Management (BRM) Project Reporting Format

Project Objective

Our review was designed to identify and test key policies, procedures, and controls related to the  1) compilation of the Daily Position Report and consolidation/creation of V@R,  2) production of the Benchmark Report, 3) validation of curves created by individual business segments, and 4) identification and notification of limit violations.
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RISK CONTROLS
Financial and Operational Completeness and Accuracy
Trading Operations 

(Deal Capture)
· Ensure transactions are properly (completely and accurately) captured and aggregated for position reporting, monitoring, and valuation purposes.  
No
· None
· During May 2000, the financial leg of the Merrill Lynch deal was taken out of the mark-to-market books.  As a result, position, maturity/gap risk, V@R and P&L were incorrectly stated for North America Power.  Due to the volumetric impact of the Merrill Lynch deal and the volatility of the power market during this month,  exclusion  resulted in inaccurate reporting of North America power position, maturity/gap risk, V@R and P&L.  
· All trading transactions must

 be captured in the

  DPR.



Financial Markets
Portfolio Monitoring, Analysis & Management

(Position Reporting

Activities)
· Ensure transactions are properly (completely and accurately) captured and aggregated for position reporting, monitoring, and valuation purposes.  

· Ensure management reports accurately reflect each commodity group’s position, V@R, and Mat/gap risk. 
No
·   The Risk Controls Group performs an independent check of each commodity’s position by reconciling the position pulled from GRMS  to the position reported by each commodity group (excluding gas).


· In April, the gas desk had several process deficiencies that affected the positions reported on the DPR and benchmark reports.  These include:

· New books were created without notification of the Risk Control Group to ensure the books were properly set up in GRMS 

· Books were not made official in GRMS

· GRMS was incorrectly pulling data from the gas Excel files. 


Consequently, the desk used book administrators’ “mini-benches” for reporting purposes.  However, since the positions were incomplete and/or inaccurate in GRMS, V@R and maturity/gap risk, were computed using incorrect positions.
· In order to ensure accurate and consistent position reporting, the gas desk should ensure that all gas positions are completely and accurately captured in GRMS.
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Financial Markets
Portfolio Monitoring, Analysis & Management – (Position Reporting Activities)
· Ensure that all commodity group’s positions and P&L are included in reports provided to management for decision-making purposes.
No
· None
· Newly formed commodities and existing commodities without a process for computing mark-to-market P&L are not reported on the DPR.  For example, prior to late April, the Enron Corp Merchant Portfolio position and P&L was not reported on the DPR because a process had not yet been established to compute its mark-to-market P&L.
· The Risk Controls Group should include a note on the DPR to alert management that the DPR does not include such commodity groups.


Credit/Counterparty
Overall Position Assessment and Management
· Verify that all limit violation notifications are sent on a timely basis.
No
·    Risk Control Group monitors and reports limit violations for positions, maturity/  gap risk, V@R and P&L
· In certain circumstances, limit violation letters were not prepared and appropriate signatures were not obtained in a timely manner.
· In order to limit Enron Corp’s risk exposure, the Risk Controls Group should ensure that management is notified of limit violations, and that action to correct the violation is maintained in a timely manner.




Financial and Operational Completeness and Accuracy
Trading Operations – (Position Reporting)
· Ensure all positions are properly disclosed for reporting purposes.
No
· None
· EES gas and power positions appear on the DPR both within the ENA net open positions and separately as EES positions.
· The Risk Controls Group should disclose that there is dual presentation on the DPR.




Financial Markets
Position Reporting
· Ensure positions are properly captured and aggregated for reporting, monitoring, and valuation purposes.
No
· None
· Currently, intra-month Canada gas positions are reported in a method inconsistent with GRMS.  Discrepancies result from differences between the U.S. and Canadian intra-month liquidations.  In addition, North America natural gas maturity/gap risk is inaccurate since Canada reports its deals in “time buckets,” resulting in the inability of the gas desk to determine the twelve month period to which the positions relate.
· The gas desk should ensure that all positions are completely and accurately reflected in GRMS.
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Financial Markets
Portfolio Monitoring, Analysis & Management 
· Ensure that the proper information is reported for all commodity groups as set forth in the Enron Corp. Risk Management Policy 


No
·    Risk Control Group monitors and reports limit violations for positions, maturity / gap risk, V@R and P&L


· In April, maturity/gap risk was not properly reported in the following instances:

·    Maturity/gap risk was not reported on

     the DPR for Southern Cone gas or power

     trading  

· Interest rate financial instruments have a maturity/gap risk limit of USD 50,000/bp (<= 2 years) that is not reported on the DPR
EES maturity/gap risk was not reported on the gas or power benchmark reports
· The Risk Controls Group should report maturity / gap risk for all commodities and notify management of limit violations as set forth in the Enron Corp. Risk Management Policy.




Financial Markets
Portfolio Monitoring, Analysis & Management
· Ensure positions are properly (completely and accurately) reported for each commodity group.
No
·    Risk Control Group monitors and reports limit violations for positions, maturity  gap risk, V@R and P&L


· Procedures are not in place to ensure that book administrators for each commodity confirm their individual commodity’s positions, maturity/gap risk, and P&L reported in the DPR.
· The Risk Controls Group should establish procedures that ensure that book administrators confirm their individual commodity’s positions.


Systems
Access and Security
· Logical security provides adequate protection over key applications and/or data.
No
· All files in the directories that RCG pulls DPR information from are password protected and these directories have limited access per the users business need.  RCG can also determine the last person to update these files.

· Login IDs and passwords are required to login into the web server to retrieve DPR information.  The user is only given the option to select the reports he/she has been given the access to view.
· All executive reports are stored in a network directory accessible to those users who publish their portion of the reports.  Users who have publish (‘write’) privileges to this directory may also read all other files placed in this directory.  Consequently, users who should not have access to the DPR, and other sensitive reports, may gain access to these reports through the inappropriate directory permissions.


· In order to appropriately restrict access to sensitive information, the directory structure where executive reports are placed should be divided into separate directory folders so that permissions may be granted according to business need per report.
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Critical Application
· Data is captured, stored, and transferred completely and accurately.
No
· Directory files are password protected.

· Risk Controls Group personnel can determine the last person to alter the file.

· Risk Controls Group personnel  regularly view who is online and can  identify inappropriate access.
· Book Administrators may fail to finalize/send their deal information to the Risk Controls Group resulting in an incomplete total position on the DPR.  The omission of any significant positions, such as aggregate gas, would be noticed and corrected.  It is possible, however, smaller positions could remain undetected.
· There is not a formal process in place for including positions resulting from trading operations in new commodities or new locations on the DPR.
· A process should be put in place to identify all unfinalized positions that may have been inadvertently excluded from the DPR that may have an effect.

· A process should be put in place to help Risk Controls identify new commodity positions in order for the DPR to accurately reflect all current positions.
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