[image: image9.jpg]THE TEXAS CONNECTION




QSE Qualification Testing

March 14, 2001

Version 1.2

11.
Overview of QSE Testing


11.1
Introduction


11.2
Guiding Principles of QSE Qualification Testing


21.3
Document Update Policy


21.4
Anticipated Timeline for QSE Qualification Testing


31.5
Testing Time Periods


31.6
Test Results Form for Each Test


31.7
Retesting and Rescheduling


31.8
Use of Scorecards to Track Progress for Pilot


52
Site Visits to Verify Readiness


52.1
Introduction


52.2
Requirements and Prerequisites


52.2.1
Minimum QSE Qualification Requirements


52.2.2
QSE Contact Information:


62.2.3
ERCOT Information


62.2.4
Activity Guide


72.2.5
Provision of Documentation


72.2.6
Plan Review


82.3 Documentation to be supplied in lieu of the ERCOT site visit


82.3.1
Scheduler contact list and escalation procedures


82.3.2
Scheduler operational shift chart


82.3.3
Voice communications description


82.3.4
Digital certificate management policy


82.3.5
Data communications with ERCOT


92.3.6
Assets operated from QSE facility


92.3.7
Schedule Control Error (SCE) computation


102.4 Site Visit Results Form


113
Frame Relay Installation Testing


113.1
Introduction


113.2
Requirements and Prerequisites


113.3
References


113.4
Network Topology Overview


113.4.1
Wide Area Networks


123.4.2
Participant’s Site WAN Connections


143.5
Test Schedule and Expected Duration


143.6
Test Plans for Qualification


143.6.1
Schedule the test


143.6.2
Perform “Ping” Test


143.6.3
File Transfer to FTTP Server


153.7
Frame Relay Test Results / Scorecard


164
Communications, Point to Point Test


164.1
Introduction


164.2
Requirements and Prerequisites


164.3
References


164.4
Test Schedule and Expected Duration


164.5
Test Plans for Qualification


174.5.1
Perform Connectivity Test


174.6
Communications Test Results / Scorecard


185
ICCP Technical Qualification Testing Requirements


185.1
Introduction


185.2
Requirements and Prerequisites


195.3
References


195.4
Conventions and Glossary of Terms


195.5
Test Schedule and Expected Duration


195.6
Test Plans for Qualification


195.6.1
Domain Configuration


195.6.2
Basic Data Transfer Objects


195.6.3
RBE Data Transfer Object


205.7
Association Tests


205.7.1
System Startup


205.7.2
System Fail-over


205.7.3
Participant Association Conclude


215.7.4
ERCOT Association Conclude


215.8
Data Set Processing Tests


215.8.1
Participant Create Data Set


215.8.2
ERCOT Create Data Set


225.9
Data Transfer Tests


225.9.1
Participant Basic Data Transfer


225.9.2
ERCOT Basic Data Transfer


235.9.3
Data Quality Test (Participant to ERCOT)


235.9.4
Data Quality Test (ERCOT to Participant)


245.9.5
Report By Exception (Integrity Interval)


245.9.6
Report By Exception (Value Change)


245.10
Reliability Tests


245.10.1
One-Hour Transfer Test


255.10.2
Communication Interruption Test


265.11
ICCP Technical Test Results/Scorecard


26Overall ICCP Test Results


276
Resource Specific ICCP Testing Requirements


276.1
Introduction


276.2
Requirements and Prerequisites


276.3
References


276.4
Conventions and Glossary of Terms


276.5
Test Schedule and Expected Duration


276.6
Test Plans for Qualification


286.7
Resource Specific ICCP Test Results/Scorecard


307
RTU / DNP Technical Testing


307.1
Introduction


317.2
Requirements and Prerequisites


317.2.1
DNP Application Layer Requirements


317.3
References


327.4
Conventions and Glossary of Terms


337.4.1
Network Topology Overview


337.4.2
Wide Area Networks


347.4.3
Participant’s Site WAN Connections


347.4.4
DNP Connections


367.5
Test Schedule and Expected Duration


377.6
DNP Qualification Testing


377.6.1
DNP Protocol


377.6.2
Supported Functions


377.6.3
DNP Buffer Size


387.6.4
ERCOT Defined DNP Objects


397.6.5
Data Quality


397.6.6
Real-Time Data Semantics


397.6.7
Status Values


407.6.8
Energy and Reactance Values


417.7
RTU Test Results and Scorecard


428
Resource Specific RTU / DNP Testing


428.1
Introduction


428.2
Requirements and Prerequisites


428.3
References


428.4
Conventions and Glossary of Terms


428.5
Testing Schedule and Expected Duration


428.6
Test Plan for Qualification


438.7
Resource Specific Test Results and Scorecard


459
XML / MOS Transaction Testing


459.1
Introduction


459.2
General Requirements


459.3
References


459.4
Conventions and Glossary of Terms


469.5
Testing Schedule and Expected Duration


469.6
Test Plan for Qualification


479.7
Test Results / Scorecard


4810
Ancillary Services Qualification Testing


4810.1
Introduction


4810.2
General Requirements


4910.3
Platform Workaround


5010.4
Regulation Testing (by QSE)


5010.4.1
Requirement


5010.4.2
Procedure


5110.5
Responsive Reserve Testing (by QSE)


5110.5.1
Requirement


5110.5.2
Procedure


5210.6
Non-Spinning Reserve Testing (by QSE)


5210.6.1
Requirement


5210.6.2
Procedure


5310.7
Balancing Energy Testing (by QSE)


5310.7.1
Requirement


5310.7.2
Procedure


5410.8
Capacity Testing By Unit


54Requirement


5510.9
Lagging Power Factor Reactive Testing (by unit)


5710.10
Leading Power Factor Reactive Testing (by unit)


5810.11
Automatic Voltage Regulator (AVR) Testing (by unit)


5910.12
 A/S Test Results/Scorecard


6011
WEB / MOS (Portal) Transaction Testing


6011.1
Introduction


6011.2
Requirements & Pruequisities


6011.3
References


6011.4
Glossary of Terms


6011.5
Testing Schedule and Expected Duration


6111.6
Testing & Schedule


6211.7
WEB/MOS (Portal) Test Results/Scorecard




REVISION HISTORY

	DATE
	AUTHOR
	VERSION
	COMMENTS

	03/01/01
	R. Connell
	1.0
	Consolidated existing plans into one document

	03/05/01
	R. Connell
	1.0
	Incorporated comments from Steve Grendel

	03/07/01
	R. Connell
	1.0
	Revised with feedback from individual testing authorities

	03/08/01
	V. Gates
	1.0
	Revised formatting, sections 1 – 5

	03/09/01
	R. Connell
	1.1
	Revised content from qualification owners and inserted timeline.  Sent to QSEs for comment.

	03/14/01
	J. Teixeira
	1.2
	Incorporated QSE comments and testing authority updates based on comments.  Sent to Web Site.


1.
Overview of QSE Testing

The manager of Client Relations maintains the Overview section, of this ERCOT document.

1.1
Introduction 

Each scheduling entity must be qualified by ERCOT prior to participating in the ERCOT market. Qualification of scheduling entities by ERCOT will be done according to the requirements stated in the ERCOT protocols. A summary of these requirements for QSEs is listed below.

(1) Market Participant application

(2) Market Participant agreements

(3) Service filings

(4) ERCOT WAN installation

(5) QSE qualification testing

(a) WAN connectivity

(b) Portal

(c) EDI/XML Testing

(d) Market Operations (API/XML) testing

(e) RTU Testing

(f) ICCP

(g) Ancillary Services Qualification

(6) Training

(7) Mock Market Participation

The ERCOT QSE Qualification Testing Plans are the guiding documents for initial QSE testing between ERCOT and scheduling entities that intend to participate in the ERCOT competitive electric market.  Successful completion of these tests is required for QSE qualification to participate in the ERCOT competitive electric market.

The tests required for a QSE to complete are detailed in the following sections:

	Section 2
	Site Visits to Verify Readiness

	Section 3
	Wide Area Network Installation and Testing

	Section 4
	Communications Point to Point Test

	Section 5
	ICCP Technical Testing Requirements

	Section 6
	Resource Specific ICCP Testing 

	Section 7
	RTU / Distributed Network Protocol Testing

	Section 8
	Resource Specific RTU/DNP Testing

	Section 9
	XML / MOS Transaction Testing

	Section 10
	Ancillary Services Testing

	Section 11
	Portal Testing


1.2
Guiding Principles of QSE Qualification Testing

Below is a summary of the guiding principles for QSE Qualification Testing:

(1) Qualification activities should demonstrate that the entity is capable of performing the functions of a QSE.

(2) Qualification activities should demonstrate that the entity is capable of complying with the requirements of all ERCOT Protocols and guidelines

(3) Qualification activities should demonstrate a working functional interface with all required ERCOT systems as defined in the ERCOT Protocols.

(4) ERCOT’s Client Relations Department will be the sole point of contact for QSE qualification scheduling, tracking and reporting.

(5) Qualification activities should utilize the actual production systems installed at the QSE control centers which the QSE will use to perform the functions of a QSE.

(6) Qualification activities should not compromise the future security and reliability of the ERCOT interconnect.

(7) Upon successful qualification of a QSE, no additional testing activities should be necessary prior to commencement of service.

(8) Qualification activities should utilize production data wherever possible.

(9) Qualification activities should demonstrate that all data exchanges associated with each represented resource function as necessary for commencement of service.

(10) Addition of resources to a QSE’s portfolio after initial qualification shall require additional qualification activities prior to commencement of service of those specific resources.

1.3
Document Update Policy

ERCOT is responsible for keeping this document current.  Periodic document revisions are posted to the TexasChoiceProgram web site.  Announcements of QSE Qualification Testing revisions will be provided according to the normal ERCOT announcement procedures.  Version 1: Will be used for March and pilot qualifications. We will publish a Version 2 for qualification after the pilot start up.

The document revision number is in the form Version x.y, where x is the major version number and y is the minor version number.  The minor version number changes whenever there is any update to the document.  The major version number changes only when there is a significant content change.  

1.4 Anticipated Timeline for QSE Qualification Testing

Anticipated time in days for the Point to Point Testing
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Anticipated time in days for the Frame Relay Testing
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1.5
Testing Time Periods

The estimated and anticipated durations of each test are provided in the specific sections.  As with any test, if all the data and processes are working smoothly, the test should proceed in a timely fashion.  If, however, the systems and processes to support a test are not functioning properly the test make take longer than anticipated or need to be rescheduled.

ERCOT will make every attempt to keep tests running on schedule.

1.6
Test Results Form for Each Test

ERCOT has provided a test results form for each qualification test. The forms will be used to document the process and completion of each test event.

1.7
Retesting and Rescheduling

Any requests for retesting must be made to ERCOT and will be scheduled as appropriate. 

1.8
Use of Scorecards to Track Progress for Pilot

ERCOT will use scorecards to track the progress of QSEs market readiness for pre-pilot and pilot qualification process. The checklist of activities that will be used to track and report progress can be found on the TexasChoiceProgram web site. The checklist will have a comprehensive list of readiness activities such as market participant registration and agreements, security requirements, service filings and other required activities that go beyond the tests documented in this document. It is imperative that each QSE works closely with its assigned ERCOT client representative to understand the items it is responsible for completing for QSE qualification. 

The description of scorecard color codes: White – Not started or not scheduled. Green-appears to be on schedule for completion on time. Red-indicates a high risk task, appears not to be on schedule for completion on time. Yellow-the test is at risk of not being completed on schedule.

ERCOT client relations will be issuing scorecards on each readiness activity or test on a weekly basis to the QSE project manager. A summary of the scorecards will also be presented to the ERCOT governing board and the Technical Advisory Committee. 

2 Site Visits to Verify Readiness

The manager of Security Operations maintains the Site Visits section, of this ERCOT document.

2.1
Introduction 

The Texas Choice Program requires that ERCOT verify that a QSE site is ready for operations to support the pilot.  Before March 20, 2001 a QSE is required to complete the site visit form (section 2.3) and submit it to ERCOT for approval.  After June 1st, ERCOT may perform a formal site visit (section 2.2) for QSE qualification.

2.2
Requirements and Prerequisites

To be qualified as a QSE, an Entity must:

(1) Execute a QSE Agreement;

(2) Demonstrate to ERCOT’s reasonable satisfaction that the Entity is capable of performing the functions of a QSE;

(3) Demonstrate to ERCOT’s reasonable satisfaction that the entity is capable of complying with the requirements of all ERCOT Protocols and guidelines;

(4) N/A
2.2.1 Minimum QSE Qualification Requirements

To meet the minimum requirements for qualification by ERCOT a QSE must:

(1) N/A

(2) N/A

(3) Designate a representative who shall be responsible for operational communications and who shall have sufficient authority to commit and bind the QSE and Entities it represents.

(4) Maintain a 24-hour, 7 day per week scheduling center with qualified personnel for the purpose of communicating with ERCOT for scheduling purposes and for deploying the QSE’s Ancillary Services in Real Time. These personnel shall be responsible for operational communications and shall have sufficient authority to commit and bind the QSE.

(5) N/A

(6) Demonstrate a working functional interface with all required ERCOT systems as defined by these protocols.

(7) N/A

(8) Allow ERCOT, upon reasonable notice to conduct a site visit for verification of provided information.
2.2.2 QSE Contact Information:

	Company name
	

	Participant type
	QSE

	Company DUNS number
	

	Contact name
	

	Contact Phone
	

	Contact e-mail
	

	Contact title
	


2.2.3 ERCOT Information

	Site Visit Date and Time
	Name
	Phone number (512)
	e-mail

	ERCOT Information Tech – IT
	
	
	

	ERCOT Security Opns – SO
	
	
	

	ERCOT Client Rep - CR
	
	
	


2.2.4 Activity Guide

Please provide guides and time schedule for the 1-day site visit. This may require more than one person from your company to make best use of time.  Plan to show facilities, equipment and documentation to support your readiness.

	Activity
	ERCOT
	Guide/Contact
	Time
	Notes

	Tour of 24x7 facility
	All
	
	.5 hr
	See facility

	Review QSE qualification plan
	All
	
	.5 hr
	Review overall qualification plan

	Review work shift schedule
	SO/CR
	
	.25 hr
	Verify 7x24 coverage

	Review ancillary service plans
	SO/CR
	
	1 hr
	Services to be provided, unit schedule, tests

	Review Schedule Control Error
	SO/CR
	
	.25 hr
	Verify calculation, validation with ERCOT

	Review all roles and training
	CR
	
	1.5 hr
	Who schedules, bids, submits plans, monitors units, deploys energy/capacity? Who has been to training, what are plans?

	Review of telecom systems
	CR
	
	.5 hr
	Caller-id, primary, secondary, emergency

	Visit with QSE operators
	SO
	
	.5 hr
	Need contact list for reliable communications

	Review of resource monitoring
	SO
	
	.5-3 hr
	See each asset monitored

	Review of resource dispatch
	SO
	
	.5 hr
	See how deployment instructions work

	Review outage scheduling plans
	SO
	
	.5 hr
	Will QSE or PGC enter, if QSE then how

	Review of private network
	IT
	
	.5 hr
	Summary network diagram, security strategy

	Review of RTU communications
	IT
	
	.5 hr
	Diagrams, plans, status of new equipment

	Review of ICCP communications
	IT
	
	.5 hr
	Diagrams, plans, status of new equipment

	Verify access to ERCOT website
	IT
	
	.5 hr
	PC with IE 5, Internet access, capable person

	Verify certificate server/wkstn
	IT
	
	.5 hr
	Status, access, understanding

	Verify operations consoles
	IT
	
	.5 hr
	Send/receive ERCOT messages

	Review Mkt Ops systems plan
	IT
	
	1 hr
	System for scheduling, bidding, control


2.2.5 Provision of Documentation

ERCOT will expect the following documentation to be available for collection and review during the site visit. All supplied documentation will be dated and signed by an authorized company representative.

(1) EMS operator contact list. – A list of all current EMS operations staff, their telephone numbers, e-mail address, and job function. This list will facilitate communications between ERCOT security operators and the QSE EMS operators.

(2) EMS operator shift list –  Typically a chart of days in the week, hours in the day, and the EMS staff names assigned to the shifts. This will help verify 7x24 operations.

(3) Load and generation assets – A report of  loads acting as resource and generation units controlled by this center. The ERCOT EMS reviewer will see each of these assets monitored and review the plans for deploying capacity and ancillary services.

(4) Schedule Control Error computation – This will state the policy, formula for calculating and procedure for validating QSE SCE with ERCOT computed SCE.

(5) Outage scheduling statement – This will state who is responsible for entering outages for generation assets and how outages will be entered and verified. If the PGC is responsible for entering outages for its own units, who are the contacts and what is the company’s role in managing the outages.

(6) Communications summary Outage scheduling statement – This will state who is responsible for entering outages for generation assets and how outages will be entered and verified. If the PGC is responsible for entering outages for its own units, who are the contacts and what is the company’s role in managing the outages.

(7) Digital certificate policy –An overview of how the certificates will be deployed, the roles or individuals they will represent, and how they will be managed. Management of digital certificates relates to acquiring new certificates, renewing certificates, and expiring or deleting certificates due to staffing changes. The policy will also cover how digital certificates will be kept secure.

2.2.6 Plan Review

Please review the following and be prepared to discuss plans for providing any or all of the following ancillary services. ERCOT will not perform ancillary services testing during the site visit, but will validate the ability and infrastructure to provide it.

	Ancillary Service
	Provided?
	Deployment
	EMS Contact

	Regulation service up
	
	RTU
	

	Regulation service down
	
	RTU
	

	Responsive reserve service generation
	
	RTU
	

	Responsive reserve service load
	
	XML/Portal
	

	Balancing energy service down
	
	XML/Portal
	

	Balancing energy service up
	
	XML/Portal
	

	Non-spinning reserves (NSRS)
	
	XML/Portal
	

	Replacement reserve service (RPRS)
	
	Deployed as Balancing
	

	Reliability must run (RMR)
	
	XML/Portal
	

	Black start
	
	Voice
	


2.3 Documentation to be supplied in lieu of the ERCOT site visit

Please arrange and return the following documentation no later than March 20, 2001 to your ERCOT client representative. Each set of documentation will be signed and dated by a company representative with the knowledge and authority to certify its accuracy and authenticity. 

2.3.1 Scheduler contact list and escalation procedures

List the contact information, including name, telephone number, and e-mail address for individuals who will be submitting and/or modifying bilateral schedules to ERCOT. All relevant contacts need to be listed, along with their direct report manager or supervisor and their respective contact information. If your company will be using a combination of the web portal market user interface and some form of system that communicates XML messages, please indicate which form of communication each individual is authorized to utilize. If the contacts are not available or there is an issue with an individual contact, indicate the procedure for escalating a problem to a level that will result in timely resolution.

2.3.2 Scheduler operational shift chart

Indicate by shift whom will be available for scheduling and electrical operations issues. The purpose of this chart is to verify 7x24 operations staffing capability and to allow ERCOT operations to know whom to contact during any time of any day. ERCOT acknowledges that this chart will change over time, and expects that updates will be forwarded to the client representative in a timely fashion.

2.3.3 Voice communications description

Describe the solution implemented at the QSE facility that satisfies the requirement for a primary, secondary, and backup voice communications capability.

2.3.4 Digital certificate management policy

Indicate who is responsible for the management of digital certificates at the QSE facility and describe the process for working with ERCOT to acquire, distribute, renew, and retire the certificates. 

2.3.5 Data communications with ERCOT

If your facility has chosen to communicate with the ERCOT utilizing a private wide area network connection, then ERCOT has supplied or will supply a diagram of the hardware and wiring between the chosen telco and your facility. Satisfy the 7x24 operations capability requirement by illustrating the internal systems and connections up to the hardwire supplied by ERCOT. Please supply contact information, including name, telephone number, and e-mail address for individuals who can be contacted regarding data communications issues.

If your facility has chosen to use the Internet for data communications, satisfy the 7x24 operations capability requirement by illustrating the internal systems and connections up to your Internet services provider. 

Whether your facility uses the Internet or a private wan connection to communicate with ERCOT, indicate the physical elements of your solution that are critical for maintaining data communications with ERCOT. For these critical elements of your solution, indicate what is in place to insure that communications are not interrupted due to any single failure or a power outage. Critical elements are expected to have at least UPS battery support, redundant components, and possibly fail-over capability.

2.3.6 Assets operated from QSE facility

If your facility controls generation or loads acting as resources, please list the resources. Include the person responsible for entering outages for each asset along with any special instructions for communicating with your schedulers or operators concerning the assets.  If another company is responsible for entering outages for any assets you represent as a QSE, include the company and contact names for those assets, too.

2.3.7
Schedule Control Error (SCE) computation

This will state the policy, formula for calculating and procedure for validating QSE SCE with ERCOT computed SCE.

2.4 Site Visit Results Form

The results of Site Visit or Documentation will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Site Visit Test
	Passed (Yes/No)
	Comments
	ERCOT Initials

	2.2.5 Provisions of Documentation


	
	
	

	2.2.6 Plan Review


	
	
	

	2.3.1 Scheduler contact list and escalation procedure
	
	
	

	2.3.2 Scheduler operational shift chart
	
	
	

	2.3.3 Voice communication description
	
	
	

	2.3.4 Digital certificate management policy
	
	
	

	2.3.5 Data communications with ERCOT
	
	
	

	2.3.6 Assets operated from QSE facility
	
	
	

	2.3.7 Schedule control error computation
	
	
	

	
	
	
	

	Site Visit Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:



Initials:

3 Frame Relay Installation Testing

The manager of Communications and Facilities maintains the Frame Relay section, of this ERCOT document.

3.1
Introduction

The ERCOT Frame Relay Installation Testing Plan is the guiding document for initial testing between ERCOT and its Participants.  Successful completion of the Frame Relay installation test is required prior to the XML and ICCP qualification tests.

The objective of the Frame Relay test is to verify connectivity following installation of the communications hardware.

3.2
Requirements and Prerequisites

In general, ERCOT will implement a TCP/IP based Frame Relay that will support the transfer of data between ERCOT and Market Participants. ERCOT Staff or its contractors will design, install, monitor and manage the ERCOT Private WAN. ERCOT will pay for all costs associated with each WAN connection and pass those actual costs through the ERCOT accounting process to all Market Participants that connect to the Frame Relay. All QSE’s representing generation resources will be required to communicate with ERCOT via the Frame Relay. ERCOT will identify specific TSP’s and any other QSE’s (i.e. representing load acting as a resource) that are required to connect to the Frame Relay.
3.3
References

Please refer to the following documentation for specific details on the Frame Relay requirements:

· Communicating with ERCOT on the Texaschoiceprogram web site.

· The Market Rules and Protocols


3.4
Network Topology Overview

The following sections represent an overview of the network configuration.

3.4.1 Wide Area Networks

The ERCOT network is designed for high reliability and performance. Figure 1 provides a simplified illustration of the network topology.
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Figure 1 Network Topology Overview

It can be seen from the topology that a high degree of redundancy is designed into the network.  Circuit failures occurring within the Frame Relay or DACS networks will cause automatic rerouting of data paths due to the operation of the routers.

Communication with Participants via DNP takes place over the DACS network as the primary data path, because in its native configuration DNP is a non-routable protocol. For circuit backup, however, DNP can be switched to the Frame Relay network by passing the data stream through a gateway that encapsulates DNP within TCP/IP protocol packets. When using this backup capability, a Point-to-Point circuit failure may cause loss of an active DNP transaction. However, the router will reestablished the alternate data path quickly so that the lost transaction will be recovered when the systems retry the interrupted operation.

3.4.2 Participant’s Site WAN Connections

Figure 2 illustrates the complementary equipment installed at the Participant’s site that provides the connection between the Participant’s DNP node and ERCOT. Recognizing that several connection architectures are possible, the illustration represents one of the simplest.
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Figure 2 Participant Site Connections

The WAN connection design supports a robust Participant LAN architecture. The ERCOT-provided equipment connections provide redundant paths to ERCOT through the Point-to-Point network, and an additional backup path through the Frame Relay network. The Frame Relay network path ensures communication in the case of a total failure of the Point-to-Point network.

During the equipment installation phase, ERCOT will work with the Participant to ensure that the Participant’s connections to ERCOT meet the Participant’s requirements for reliability and performance. As changes occur that affect the DNP data path, such as addresses, equipment features, or LAN technology, ERCOT will adjust the configuration parameters needed in the ERCOT-provided equipment.

3.5
Test Schedule and Expected Duration

Once the request has been confirmed, and the installation contractor notified, ERCOT will work with the participant to schedule and complete the installation.  Once the installation is complete, the test should be completed in less than 1 hour.

The steps to get the WAN in place include:

(1) The QSE will request WAN services from ERCOT.

(2) ERCOT will confirm the request, assign a site number and order the circuits, instructing The Installation contractor to order equipment, schedule and install the equipment.

(3) The QSE should make the site ready and install the channel bank.

(4) The Installation contractor will notify ERCOT when installation is complete.

(5) ERCOT will confirm via e-mail the Frame Relay connection is up and ready for operational testing.

3.6
Test Plans for Qualification

Following the successful installation of the Frame Relay, the test for connectivity should proceed with the designated QSE contact person.

3.6.1 Schedule the test

ERCOT will contact the QSE contact person to confirm connectivity, confirming both voice and RTU data lines are ready for cutover.

3.6.2 Perform “Ping” Test

The QSE must complete connection of firewall/router to the network and “ping” test with ERCOT servers to complete Frame Relay installation.

3.6.3
File Transfer to FTTP Server

An account will be set up on the machine TCHFTP, currently using the IP address 192.168.172.24. This machine is exposed to the Frame Relay and Internet and will be used in the production environment by market participants for file transfers. For Frame Relay testing each market participant will have an account setup and this information will be emailed to our Frame Relay contacts. They will send a text ftp file showing the company name and date. 

3.7
Frame Relay Test Results / Scorecard

The Frame Relay installation will be tracked by ERCOT using a site number as the identifier.  The results of the conductivity testing will be documented using the following:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	FRAME RELAY
	Passed (Yes/No)
	Comments
	ERCOT Initials

	3.6 Frame Relay Installation is Complete
	
	
	

	3.6.1 Test Scheduled


	
	
	

	3.6.3 Perform Ping Test


	
	
	

	3.6.4 Perform file transfer to FTTP Server
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Frame Relay Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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4 Communications, Point to Point Test

The manager of Communications and Facilities maintains the Communications Point to Point Connectivity Test section, of this ERCOT document.

4.1
Introduction

The ERCOT FRAME RELAY Installation and Testing Plan is the guiding document for initial testing between ERCOT and its Participants.  Successful completion of the FRAME RELAY installation and connectivity test (Section 3) and this Communications Test are required for the remaining tests to begin.

The objective of the Communications Point to Point Connectivity Test is to verify point-to-point connectivity following Frame Relay Test.

4.2
Requirements and Prerequisites

In general, all QSE’s representing generation resources will be required to communicate with ERCOT via the WAN.

4.3
References

Please refer to the following documentation for specific details on the WAN and Point to Point Communications requirements:

· Communicating with ERCOT on the Texaschoiceprogram web site.

· The Market Rules and Protocols

4.4
Test Schedule and Expected Duration

Once the request has been confirmed, and the Frame Relay test completed, ERCOT will work with the participant to schedule and complete the point-to-point communications test.  The test should be completed in less than 1 hour.

The steps for the Communications, point to point connectivity test include:

(1) ERCOT's Communications group contacts and has contacted each market participant to determine the status of their channel bank install.

(2) A test date and time is agreed upon to test the OPX, Hotline and RTU circuits to Taylor.

(a) The Austin site will begin this process March 19th.

(b) If a Market Participant does not have a channel bank they give a forecast on when it will be installed.

(c) They are contacted on the date that was given.

4.5
Test Plans for Qualification

Following the successful installation of the WAN, the test for point-to-point communications should proceed with the designated QSE contact person.

4.5.1 Perform Connectivity Test

Below is the test performed from Taylor and Austin to the participants:

(1) ERCOT sends 0dbm at 1004HZ on the OPX and Hotline and –13dbm on the RTU circuit.

(a) If this is not received, the problem is worked on until resolved or another test date is scheduled

(2) Market Participant sends 0dbm at 1004HZ to ERCOT on the OPX and Hotline and -13dbm on the RTU circuit.

(a) If this is not received the problem is worked on until resolved or another test date scheduled.

(3) The Market Participant calls ERCOT on the OPX and Hotline to check for voice quality.

(4) ERCOT calls the participant on the OPX and Hotline to check for voice quality.

4.6
Communications Test Results / Scorecard

The Communications point-to-point test will be tracked by ERCOT using a site number as the identifier.  The results of the testing will be documented using the following:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Communications Test
	Passed (Yes/No)
	Comments
	ERCOT Initials

	4.5.1 Connectivity Step (1)


	
	
	

	4.5.1 Connectivity Step (2)


	
	
	

	4.5.1 Connectivity Step (3)


	
	
	

	4.5.1 Connectivity Step (4)


	
	
	

	
	
	
	

	
	
	
	

	Communications Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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5 ICCP Technical Qualification Testing Requirements

The Data Acquisition Lead maintains the ICCP Technical Qualification Test section, of this ERCOT document.

5.1
Introduction

The ERCOT ICCP Technical Qualification Testing Requirements is the guiding document for initial ICCP testing between ERCOT and its Participants.

The objective of the test suite is to verify basic ICCP interoperability, as well as system reliability.  The tests are worded to assume that a fully operational system is available at the Participant’s site. However, it should be possible to perform most of the tests if the ICCP node is fully functional without an attached SCADA or EMS.

The test procedure descriptions make use of the terms client and server to denote the ICCP role of interest within each step of a test. Realizing that both the Participant’s ICCP node and ERCOT’s ICCP node are acting in both roles, the terms are further qualified by indicating whether the reference is to the Participant client, the Participant server, the ERCOT client or the ERCOT server.

The test construction takes into account the possibility that the Participant’s ICCP node may perform many initialization functions making step-by-step execution of these procedures difficult. For example, some ICCP nodes automatically create all defined Data Sets at initialization rather than allowing the operator to create them individually. Transfer Sets may also be automatically created and started. In deference to this effect, the test procedures are designed to allow simultaneous execution if necessary. However, it is preferred that the Participant’s ICCP node execute steps individually if possible to make test verification easier.

The Interoperability Test encompasses the following Conformance Blocks:

Block 1
Basic Services

Block 2
Extended Data Set Condition Monitoring

The procedures have been written generically because each Participant’s product will have a different user interface.  Each test is organized by:

· Purpose

· Procedure

· Expected Results

The Procedure section of each test states what the system must do, but does not state how it is done.  Similarly, Expected Results indicates what should happen during the test, but does not specify how operations and actions should be verified.  Participants and their Vendors should ensure that they are capable of demonstrating each of the stated Expected Results.

5.2
Requirements and Prerequisites

The test requires that ICCP products conform to IEC 870-6 Tase.2 Version 1996-08.  For historical continuity the publication specifying this standard protocol has also been given the supplementary title ICCP Inter-Control Center Communications Protocol Version 6.1.  

Frame relay connection and completion of the Association Information Exchange Form (AIEF) is required prior to starting the Technical Qualification Testing.

5.3
References

All market guides and protocols apply.

5.4
Conventions and Glossary of Terms

None.

5.5
Test Schedule and Expected Duration

The test has been organized so that the Participant will engage in testing with ERCOT, testing both client and server roles. No more than 1 day should be required to complete all tests if testing goes smoothly.  This time estimate assumes that the Participant and ERCOT have successfully established basic TCP/IP connectivity. Additional time may be required to configure the Participant’s system in accordance with the requirements of this document.

5.6
Test Plans for Qualification

The following sections detail the test plans.

5.6.1 Domain Configuration

Domain names should be set up according to the convention specified in the ERCOT ICCP NICD.

5.6.2 Basic Data Transfer Objects

The test will require that 1 status point in a RBE data set and 1 analog point in a Periodic data set be defined in both the Participant’s system and ERCOT’s system to support testing the Participant’s ICCP server and client functions. The Data Object names assigned to these values may be a set of names already defined in the Participant’s and ERCOT’s systems, if so, the data set names need to be exchanged with ERCOT.

Alternatively, the following objects may be configured:

1. The Participant assigns the object name pppp_TEST_STATUS_001 to the status object. Note that pppp is the Participant’s identifier.

2. The Participant assigns the object name pppp_TEST_ANALOG_01 to the analog object.

3. ERCOT will provide the object names ERCT_TEST_STATUS_xxx and ERCT_TEST_ANALOG_xx to the equivalent objects on the ERCOT system.

Regardless of how object names are derived, all status objects shall be given the data type Data_StateQTime, and all analog objects shall be given the data type Data_RealQTime according to the TASE.2 standard.

5.6.3 RBE Data Transfer Object

To support testing Report by Exception, a status object referenced by a unique data set is to be configured. Similar to method described for Basic Data Transfer Objects above, this status object can be one already defined, or can be specified as pppp_TEST_STATUS_RBE.

5.7
Association Tests

5.7.1
System Startup

Purpose:
To show that associations are established in the proper way when ICCP is started.

Procedure:

1. Start the Participant’s system if needed.

2. Start ICCP.

3. For a Dual-use Association, wait until the ERCOT system establishes the association. For Single-use Associations, ensure that the Participant client establishes Participant client association. Wait for ERCOT to establish the Participant server association.

Expected Results:

A. The Participant’s system shows all started associations as active.

B. ERCOT verifies that the associations are active.

5.7.2 System Fail-over

Purpose:
To show that associations are re-established in the event of a fail-over on either the Participant’s or ERCOT’s system.

Procedure:

4. Fail-over from Participant’s active system to standby system.

5. For a Dual-use Association, wait until the ERCOT system establishes the association. For Single-use Associations, ensure that the Participant client establishes Participant client association. Wait for ERCOT to establish the Participant server association.

6. Repeat process by failing over from ERCOT’s active system to standby system.

7. For a Dual-use Association, wait until the ERCOT system establishes the association. For Single-use Associations, ensure that the Participant client establishes Participant client association. Wait for ERCOT to establish the Participant server association.

Expected Results:

C. The Participant’s system shows all started associations as active.

D. ERCOT verifies that the associations are active.

5.7.3 Participant Association Conclude

Purpose:
To verify that an association can be properly closed by the Participant’s system.

Procedure:

1. Conclude the association(s) from the Participant’s system.

Expected Results:

A. The Participant’s system indicates that the association is no longer active.

B. ERCOT verifies that the Participant’s system closed the association.

5.7.4 ERCOT Association Conclude

Purpose:
To verify that the Participant’s system recognizes an association closed by ERCOT.

Procedure:

1. ERCOT concludes the association(s).

Expected Results:

A. The Participant’s system indicates that the association is no longer active.

5.8
Data Set Processing Tests

5.8.1
Participant Create Data Set

Purpose:
To verify that Participant client can create Data Sets in the ERCOT server.

Procedure:

1. The Participant creates a Data Set in the ERCOT server that refers to the 100 status objects.

2. The Participant creates a Data Set in the ERCOT server that refers to the 50 analog objects.

Expected Results:

A. Two Data Sets exist in the ERCOT server that contains the same list of Data Value object names sent by the Participant client.  The Data Set in the server also contains the correct number of Data Value objects.

5.8.2 ERCOT Create Data Set

Purpose:
To verify that Participant server properly creates Data Sets when instructed by the ERCOT client.

Procedure:

3. ERCOT creates a Data Set in the Participant server that refers to the 100 status objects.

4. ERCOT creates a Data Set in the Participant server that refers to the 50 analog objects.

Expected Results:

B. Two Data Sets exist in the Participant server that contains the same list of Data Value object names sent by the ERCOT client.  The Data Set in the server also contains the correct number of Data Value objects.

5.9
Data Transfer Tests

5.9.1
Participant Basic Data Transfer

Purpose:
To verify that the Participant client correctly processes a Periodic Transfer.

Procedure:

1. The Participant client starts a Data Set Transfer Set in the ERCOT server defining a one-second periodic transfer of the Data Set referencing the 100 status values.

2. The Participant client starts a Data Set Transfer Set in the ERCOT server defining a one-second periodic transfer of the Data Set referencing the 50 analog values.

3. The ERCOT server changes the values of data objects included in the Data Sets to verify that data values are actually being transferred.

Expected Results:

A. An Information Report containing the status data values is sent to the Participant client by the ERCOT server.

B. An Information Report containing the analog data values is sent to the Participant client by the ERCOT server.

C. Each Data Value change in the ERCOT server appears in the Participant client within one second of the change in the server.

5.9.2 ERCOT Basic Data Transfer

Purpose:
To verify that the Participant server correctly processes a Periodic Transfer.

Procedure:

4. The ERCOT client starts a Data Set Transfer Set in the Participant server defining a one-second periodic transfer of the Data Set referencing the 100 status values.

5. The ERCOT client starts a Data Set Transfer Set in the Participant server defining a one-second periodic transfer of the Data Set referencing the 50 analog values.

6. The Participant server changes the values of data objects included in the Data Sets to verify that data values are actually being transferred.

Expected Results:

A. An Information Report containing the status data values is sent to the ERCOT client by the Participant server.

B. An Information Report containing the analog data values is sent to the ERCOT client by the Participant server.

C. Each Data Value change in the Participant server appears in the ERCOT client within one second of the change in the server.

5.9.3 Data Quality Test (Participant to ERCOT)

Purpose:
To verify that the Participant server provides correctly set quality codes to the ERCOT client.

Procedure:

1. Choose an analog value included in the data being sent from the Participant server to the ERCOT client from Test 5.9.2.

2. Verify that the quality codes associated with the chosen value are:

Validity = VALID

CurrentSource = TELEMETERED

NormalValue = NORMAL

3. On the Participant server, manually enter a new value to the chosen data object.

Expected Results:

A. The quality codes received from the Participant server change to the following values:

Validity = HELD

CurrentSource = TELEMETERED

NormalValue = NORMAL

B. The value appears on a display with display attributes indicating that the value was manually entered.

5.9.4 Data Quality Test (ERCOT to Participant)

Purpose:
To verify that the Participant client correctly interprets quality codes sent to it by the ERCOT server.

Procedure:

4. Choose an analog value included in the data being sent from the ERCOT server to the Participant client from Test 5.9.2.

5. Verify that the quality codes associated with the chosen value are:

Validity = VALID

CurrentSource = TELEMETERED

NormalValue = NORMAL

6. On the ERCOT server, manually enter a new value to the chosen data object.

Expected Results:

A. The quality codes received from the ERCOT server change to the following values:

Validity = HELD

CurrentSource = TELEMETERED

NormalValue = NORMAL

B. The value appears on a display with display attributes indicating that the value was manually entered.

5.9.5 Report By Exception (Integrity Interval)

Purpose:
To verify that the Participant server correctly provides an Information Report to the ERCOT server based on the Integrity Interval specified in a Transfer Set configured for RBE.

Procedure:

1. The ERCOT client starts a Data Set Transfer Set in the Participant server with the following parameters: Interval 1 second, Integrity 30, RBE true, Start Time now. The Transfer Set references the Data Set containing pppp_TEST_STATUS_RBE.

Expected Results:

A. After 30 seconds, the ERCOT client shows that it has received a new value for pppp_TEST_STATUS_RBE.

B. Each 30 seconds, the ERCOT server receives a new copy of pppp_TEST_STATUS_RBE.

5.9.6 Report By Exception (Value Change)

Purpose:
To verify that the Participant server correctly provides an Information Report to the ERCOT server based the change of value in a Transfer Set configured for RBE.

Procedure:

2. Continue to use the Transfer Set started in Test 5.9.5.

3. On the Participant server, change the value of pppp_TEST_STATUS_RBE within 15 seconds after one of the 30-second integrity intervals.

Expected Results:

A. Within 1 second after the value one of pppp_TEST_STATUS_RBE is changed, the changed value appears in the ERCOT client.

5.10
Reliability Tests

5.10.1
One-Hour Transfer Test

Purpose:
To verify that the Participant client and server can reliability exchange data with the ERCOT system for at least one-hour.

Procedure:

Continue to use the Transfer Sets started in previous Tests .

1. Run these test for one hour.

Expected Results:

A. Data exchange takes place within the specified timing windows for the entire hour.

5.10.2 Communication Interruption Test

Purpose:
To verify that the Participant client and server correctly detect and report a failure of communication.

Procedure:

1. Continue to use the Transfer Sets started in Tests 0 and 5.9.2.

2. Disconnect the communication port to the Participant’s ICCP node.

Expected Results:

A. Both the ERCOT and Participant systems report loss of communication.

5.11
ICCP Technical Test Results/Scorecard

The results of these tests will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	ICCP Test Results
	Passed (Yes/No)
	Comments
	ERCOT Initials

	5.6.1 Domain Configuration
	
	
	

	5.6.2 Basic Data Transfer Objects
	
	
	

	5.6.3 RBE Data Transfer Object
	
	
	

	5.7
Association Tests
	
	
	

	5.7.1
System Startup
	
	
	

	5.7.2 Fail-Over Test
	
	
	

	5.7.3 Participant Association Conclude
	
	
	

	5.7.4 ERCOT Association Conclude
	
	
	

	5.8
Data Set Processing Tests
	
	
	

	5.8.1
Participant Create Data Set
	
	
	

	5.8.2 ERCOT Create Data Set
	
	
	

	5.9
Data Transfer Tests
	
	
	

	5.9.1
Participant Basic Data Transfer
	
	
	

	5.9.2 ERCOT Basic Data Transfer 
	
	
	

	5.9.3 Data Quality Test (Participant to ERCOT)
	
	
	

	5.9.4 Data Quality Test (ERCOT to Participant)
	
	
	

	5.9.5 Report By Exception (Integrity Interval)
	
	
	

	5.9.6 Report By Exception (Value Change)
	
	
	

	5.10
Reliability Tests 
	
	
	

	5.10.1
One-Hour Transfer Test 
	
	
	

	5.10.2 Communication Interruption Test
	
	
	

	
	
	
	

	Overall ICCP Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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6 Resource Specific ICCP Testing Requirements

The Data Acquisition Lead maintains the Resource Specific ICCP Test section, of this ERCOT document.

6.1
Introduction

The ERCOT Resource Specific ICCP Testing Requirements is the guiding document for initial ICCP testing between ERCOT and its Participants.

The objective of the test suite is to 

6.2
Requirements and Prerequisites

To verify that Participant data received by ERCOT matches exactly that seen by the Participant on the Participant’s system.

QSE must provide unit names and phone numbers.

6.3
References

All market guides and protocols apply.

6.4
Conventions and Glossary of Terms

None.

6.5
Test Schedule and Expected Duration

See section 5.

6.6
Test Plans for Qualification

Compare each required point for each unit on ERCOT’s system with corresponding point at the Plant.
See additional details in section 5.

6.7
Resource Specific ICCP Test Results/Scorecard

The results of these tests will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Resource ICCP Test
	Passed (Yes/No)
	Comments
	ERCOT Initials

	Data For:
	Field
	Freq
	RTU
	ICCP
	Sign Convention
	

	QSE
	Responsive Reserve Availability *
	10
	
	
	Always Positive
	

	
	Responsive Reserve Deployment*
	10
	
	
	Always Positive
	

	
	Non-spinning Reserve Availability *
	10
	
	
	Always Positive
	

	
	Non-spinning Reserve Deployment*
	10
	
	
	Always Positive
	

	
	SCE* (From ERCOT)
	10
	
	
	Positive=Excess

Negative= Deficient
	

	
	Governor Response*

(From ERCOT)
	10
	
	
	Positive=Increase

Negative=Decrease
	

	
	FCS Input Frequency
	2
	
	
	Always positive
	

	
	Frequency Bias 
	2
	
	
	Always positive
	

	
	Dynamic Resource Power Schedules
	2
	
	
	Negative = Generation
Positive = Load
	

	
	SCE (Regulation Calculation Feedback)
	2
	
	
	Positive = Excess
Negative = Deficiency
	

	
	Regulation Feedback (Regulation Loopback)
	2
	
	
	Positive = Increase
Negative = Decrease
	

	
	Total Generation
	2
	
	
	Always positive
	

	
	Instructed Regulation Up / Down (From ERCOT)
	4
	
	
	Positive = Increase
Negative = Decrease
	

	
	Instructed Responsive Reserve (From ERCOT)
	4
	
	
	Always Positive 

	

	Plant 1


	Status of switching devices in the plant affecting flows on the ERCOT system*
	10
	
	
	
	

	Unit 1
	Unit Net Real Power 
	2
	
	
	Always positive
	

	
	Unit Net Reactive Power*
	10
	
	
	Positive = Lagging

Negative = Leading
	

	
	Generating Unit High Operating Limit*
	10
	
	
	Always Positive
	

	
	Generating Unit Low Operating Limit*
	10
	
	
	Always Positive
	

	
	Unit High Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Unit Low Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Generating Unit Breaker Status*
	10
	
	
	
	

	
	Unit Automatic Voltage Regulator Status
	10
	
	
	
	

	 Unit 2
	Unit Net Real Power 
	2
	
	
	Always positive
	

	
	Unit Net Reactive Power*
	10
	
	
	Positive = Lagging

Negative = Leading
	

	
	Generating Unit High Operating Limit*
	10
	
	
	Always Positive
	

	
	Generating Unit Low Operating Limit*
	10
	
	
	Always Positive
	

	
	Unit High Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Unit Low Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Generating Unit Breaker Status*
	10
	
	
	
	

	
	Unit Automatic Voltage Regulator Status
	10
	
	
	
	

	Load Resource 1
	Load Resource Breaker Status*
	10
	
	
	
	

	
	Load Resource (providing Responsive Reserve) High-Set Underfrequency Relay Status*
	10
	
	
	
	

	
	Load as a Resource
	2
	
	
	Always positive
	

	Resource Specific ICCP Test Results
	



* RTU or ICCP, QSE’s Choice

    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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7 RTU / DNP Technical Testing

The Senior Advanced Applications Engineer maintains the RTU / DNP Technical Test section, of this ERCOT document.

7.1 Introduction

The ERCOT RTU / DNP Technical Testing Requirements is the guiding document for initial DNP testing between ERCOT and its Participants and sets forth the standards, conventions, and fundamental parameters required for ERCOT Participants to exchange data with ERCOT using the DNP V3.0 protocol.

By tradition, ERCOT has been using the term RTU Protocol to refer to all communication between ERCOT and RTUs located at Participant facilities. However, as the market infrastructure develops, RTUs will be communicating with ERCOT using two possible protocols. RTU ports that were installed before market development began employ the Harris 5000 protocol. New RTU ports will use DNP V3.0. In addition, as the pre-existing RTUs are replaced or significantly upgraded, they will be converted to support DNP. Since it is important to distinguish between protocols when defining their interface standards, this document specifically identifies DNP V3.0 as the protocol. 

Another aspect of identifying DNP in the NICD is that with this standard, it is not necessary for a participant to install a physical RTU at its facility. Any processor that supports the DNP V3.0 protocol operating as a DNP Outstation can be used to implement data exchange with ERCOT. For example, participants could implement DNP V3.0 (acting as an Outstation) directly in a SCADA system so that physical RTU hardware is not needed between the SCADA system and communication facility simply to exchange data via DNP. Since any device at the Participant’s site supporting DNP V3.0 Outstation functions can be used for ERCOT communication, this section uses the term DNP Device to mean that processor implementing the DNP V3.0 Outstation protocol.

Information provided is important to both the Participant and the Participant’s DNP vendor and specifies important configuration and functional requirements for DNP implementations so that the Participant’s system will interoperate with ERCOT as an end to end system. Vendors will need this information to include the required features and to build the proper delivered DNP configuration. Such information includes addressing specifications, required DNP data objects, and required configuration parameters. 

This section also includes standards for units of measure, and value semantics. This information is needed by Participants in order to exchange the correct values between the Participants’ EMS/SCADA systems and the ERCOT DNP subsystem.

7.2 Requirements and Prerequisites

Anyone using this document should have:

· A general knowledge of data communications concepts.

· A working knowledge of Energy Management System functions and concepts.

· Knowledge of DNP concepts.

· A general knowledge of the International Standards Organization’s Open System Interconnection model.

Additionally, the Participant should be familiar with the ERCOT Private Network and have a general knowledge of their own local EMS/SCADA System.

7.2.1
DNP Application Layer Requirements

The following processing and configuration requirements apply to the DNP Application Layer:

Application response timeouts shall be set to a minimum value based on transmission delay and turnaround time. Confirmation timeouts will not be used, since Application response confirmations are not configured.

The Application Layer response retry counter shall not be implemented (shall be disabled). In products where this is not possible, the retry counter shall be set to 1. That is, only one retry of a failed response is allowed. Because of communication system quality, signal disruptions will either be of extremely short duration (single message disruptions), or the link will be failed altogether. Minimum retry counts allow for faster circuit failover. The Data Link layer error and response failure processing is therefore adequate. Application Layer processing of these occurrances merely cause processing duplication and reduce the efficiency of communication.

Circuit failover must be supported at the application layer.  Since the communication system provides high quality signals, confirmation of responses is not required.

DNP Device shall support the time synchronization functions.

7.3 References

The references are listed here in two sections. The References to Standards section is primarily for those interested in delving deeper into DNP technology. A study of these sources is not essential to the Participant’s ability to operate an DNP node. It is assumed that the Participant’s DNP vendor is familiar with the standards referenced in this section.

References to Standards:

· DNP V3.0 Application Layer P009-0PD.APP Version 0.03

· DNP V3.0 Transport Functions P009-0PD.TF Version 0.01

· DNP V3.0 Data Link Layer P009-0PD.DL Version 0.02

· DNP V3.0 Data Object Library P009-OBL Version 0.02

ERCOT Publications:

· Communicating with ERCOT

· DNP Information Exchange Form (DIEF)

7.4 Conventions and Glossary of Terms

Variable fields display placeholders for values to be filled in with data that dependends on the Participant’s system.  Variable data is shown in this format.

Fixed constants are fields whose values are defined and do not change from system to system.  Constant values are shown in this format.

Definitions

	Terms
	Definitions

	
	

	Application Process
	The sequence of events that a Participant executes to indicate its desire to communicate with ERCOT and exchange essential system information. The sequence begins by submitting the forms provided as attachments to the document entitled Communicating with ERCOT, and subsequently exchanging the information on the DIEF.

	DIEF
	DNP Information Exchange Form. A form used to exchange addressing and other configuration information between ERCOT and a Participant. This form facilitates establishing the DNP connection.

	DNP
	Distributed Network Protocol. This protocol was originally developed by Harris Corporation, and subsequently turned over to the DNP Users Group. The DNP Users Group is composed of Industry vendors and users dedicated to the development and promotion of the DNP protocol. As a result of DNP being made a public protocol, its support among RTU vendors is ubiquitous.

	DNP Device
	An RTU, SCADA, EMS, or other processor that implements the DNP V3.0 protocol operating as a DNP Outstation.

	ERCOT Point-to-Point Network (also called DACS Network)
	A component of the Wide Area Network dedicated to the exchange of data between ERCOT and its Participants.  The ERCOT Private Network is composed of the Frame Relay Network and the Point-to-Point Network. The Point-to-Point Network carries DNP traffic and acts as a backup to the Frame Relay Network.

	Gateway
	A device that encapsulates the DNP protocol within TCP/IP so that DNP traffic can be routed through the Frame Relay network.

	Master Station
	A processor using the DNP 3.0 protocol to scan, command, and partially configure a DNP Outstation. The Master Station also controls communication traffic. The DNP Master Station is equivalent to a client computer.

	Outstation
	A processor using the DNP protocol to respond to requests for data, and act on commands issued by a DNP Master Station. The DNP Outstation is equivalent to a server.


7.4.1
Network Topology Overview

7.4.2
Wide Area Networks

The ERCOT network is designed for high reliability and performance. Figure 7‑1 provides a simplified illustration of the network topology.
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Figure 7‑1 Network Topology Overview

It can be seen from the topology that a high degree of redundancy is designed into the network.  Circuit failures occurring within the Frame Relay or DACS networks will cause automatic rerouting of data paths due to the operation of the routers.

Communication with Participants via DNP takes place over the DACS network as the primary data path, because in its native configuration DNP is a non-routable protocol. For circuit backup, however, DNP can be switched to the Frame Relay network by passing the data stream through a gateway that encapsulates DNP within TCP/IP protocol packets. When using this backup capability, a Point-to-Point circuit failure may cause loss of an active DNP transaction. However, the router will reestablished the alternate data path quickly so that the lost transaction will be recovered when the systems retry the interrupted operation.

7.4.3
Participant’s Site WAN Connections

Figure 7‑2 illustrates the equipment complement installed at the Participant’s site that provides the connection between the Participant’s DNP node and ERCOT. Recognizing that several connection architectures are possible, the illustration represents one of the simplest.
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Figure 7‑2 Participant Site Connections

The WAN connection design supports a robust Participant LAN architecture. The ERCOT-provided equipment connections provide redundant paths to ERCOT through the Point-to-Point network, and an additional backup path through the Frame Relay network. The Frame Relay network path ensures communication in the case of a total failure of the Point-to-Point network.

During the equipment installation phase, ERCOT will work with the Participant to ensure that the Participant’s connections to ERCOT meet the Participant’s requirements for reliability and performance. As changes occur that affect the DNP data path, such as addresses, equipment features, or LAN technology, ERCOT will adjust the configuration parameters needed in the ERCOT provided equipment.

7.4.4
DNP Connections

The complete profile for the DNP communication facility using the Point to Point Network is illustrated in Figure 7-3.
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Figure 7-3 Primary Network Protocol Suite

The above figure shows the general case of a connection of a DNP Device to the Participant’s channel bank, using the Point to Point network as the primary data path. The Participant’s V.90 physical layer is shown to exemplify use of a modem output signal connected to the channel bank. Any output signal compatible with the Participant’s channel bank can be used. Although the DS1 frame format is implied connecting the channel bank output to the CSU/DSU (not shown
), Fractional T1 is the expected interface to conserve bandwidth cost.

The backup data path for DNP traffic makes use of the Frame Relay network as illustrated in 7-4.
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Figure 7-4 Backup Network Protocol Suite

ERCOT operates the following systems:

· Primary DNP Master at Taylor

· Backup DNP Master at Austin

· Path to each DNP Master via the Frame Relay backup network

The DNP Device shall support at least 3 communication ports. One port will connect the DNP Device to ERCOT Taylor via the PTP network. One will connect to ERCOT Austin over PTP. The third will connect to the backup Frame Relay network via the DNP Gateway. This third port is reserved for future use at Participant facilities where backup is not initially installed.

The Application Layer shall use the multiple communication ports intelligently. That is, a response shall be sent over the communication port that received the related request. Spontaneous responses (enabled via function code 20) shall be sent over the port having received the related Enable request.

DNP Devices will be connected to ERCOT over individual circuits. Therefore, there will be no contention issues. The DNP device will be given an address assigned by ERCOT on the DIEF. All ports will respond to this address. That is, the DNP Device will implement the same device address regardless of the port over which it is communicating.

7.5 Test Schedule and Expected Duration

Once the test is scheduled, both ERCOT and the participating QSE will dedicate the resources needed (at least one each) to conduct the test. If all the events flow smoothly, the test should be completed in 4 to 6 hours.

7.6 DNP Qualification Testing

In order for a new Participant to be able to represent resources on the ERCOT Network, a formal DNP Qualification Test must be performed.  This test has a two-fold purpose:

· It ensures that the new Participant’s equipment is properly configured and will not interfere with the communication functions being performed by other network Participants

7.6.1
DNP Protocol

The DNP documents listed in Section 7.3 refer to the DNP protocol standard. These documents provide a comprehensive definition of the DNP protocol. Be aware that those documents are oriented toward DNP protocol developers. Nevertheless, interested readers are encouraged to review the standard since an understanding of the DNP architecture and terminology will facilitate communication with DNP product vendors.

7.6.2
Supported Functions

	Function Code
	Function
	Requirements

	1
	Read
	Read support for all objects defined in this NICD. Support for read of multiple objects per operation is required.

	2
	Write
	Write support for all objects defined in this NICD. Support for write of multiple objects per operation is required.

	3
	Select
	

	4
	Operate
	

	5
	Direct Operate
	

	20
	Enable Spontaneous Messages
	

	21
	Disable Spontaneous Messages
	

	22
	Assign Class
	

	23
	Delay Measurement
	Provides required support for time synchronization.

	129
	Response
	

	130
	Spontaneous Message
	


7.6.3
DNP Buffer Size

The application fragment buffer should be configured for 2048 bytes in conformance with the DNP recommendation.

7.6.4
ERCOT Defined DNP Objects
  This Table  lists the types of data objects exchanged with Participants, and the labeling standards for each.  This Table is ERCOT DNP Data Object Definitions
	Measurement
	Unit
	DNP Object Type
	Sign Convention

	
	
	Object ID
	Variation
	

	Unit Net Power 
	MW
	30
	02
	Always positive

	Unit Net Power*
	MVAR
	30
	02
	Positive = Lagging

Negative = Leading

	Status of switching devices in the plant affecting flows on the ERCOT system*
	
	01
	02
	

	Generating Unit Breaker Status*
	
	01
	02
	

	Generating Unit High Operating Limit*
	MW
	30
	02
	Always Positive

	Generating Unit Low Operating Limit*
	MW
	30
	02
	Always Positive

	Load Resource Breaker Status*
	
	01
	02
	

	Load Resource (providing Responsive Reserve) High-Set Underfrequency Relay Status*
	
	01
	02
	

	Responsive Reserve Availability *
	MW
	30
	02
	Always Positive

	Responsive Reserve Deployment*
	MW
	30
	02
	Always Positive

	Non-spinning Reserve Availability *
	MW
	30
	02
	Always Positive

	Non-spinning Reserve Deployment*
	MW
	30
	02
	Always Positive

	SCE*
	MW
	41
	02
	Positive=Excess

Negative= Deficient

	Governor Response*
	MW
	41
	02
	Positive=Increase

Negative=Decrease

	
	
	
	
	

	FCS Input Frequency
	HZ
	30
	02
	Always positive

	Load as a Resource
	MW
	30
	02
	Always positive

	Frequency Bias 
	HZ
	30
	02
	Always positive

	Dynamic Resource Power Schedules
	MW
	30
	02
	Negative = Generation
Positive = Load

	SCE (Regulation Calculation Feedback)
	MW
	30
	02
	Positive = Excess
Negative = Deficiency

	Regulation Feedback (Regulation Loopback)
	MW
	30
	02
	Positive = Increase
Negative = Decrease

	Total Generation
	MW
	30
	02
	Always positive

	Instructed Regulation Up / Down
	MW
	41
	02
	Positive = Increase
Negative = Decrease

	Instructed Responsive Reserve
	MW
	41
	02
	Always Positive 



* RTU or ICCP (QSE’s choice)

7.6.5
Data Quality

Each Participant shall determine and maintain proper quality indicators for all data being transmitted to ERCOT.  Participants shall report the validity and condition of each value transmitted to ERCOT.

Point failures are generally due to hardware malfunctions or maintenance procedures.  Any value calculated using a failed point must also be reported as a failed value.  For example, if a point representing the output of an on-line generator has failed, the total generation for that company or generation facility must also be reported as a failed quantity.

When a point fails for an extended period, a manual update of the point’s value is necessary once every 30 minutes to keep the data as accurate as possible.

The ERCOT definitions of the DNP Flags are set forth in Table 1.

Table 1 ERCOT Definition of DNP Flags

	Flag Name
	Validity
	Condition

	On-Line
	Invalid
	Value has not been scanned. Device error.

	Restart
	Valid
	No exceptional condition.

	Communication Lost
	Invalid
	Value has not been scanned. Device error.

	Remote Forced Data
	Valid
	Value is manually entered.

	Local Forced Data
	Valid
	Value is manually entered.

	Over-range
	Invalid
	Device error.

	Reference Check
	Invalid
	Device error.

	Chatter Filter
	Valid
	No exceptional condition.


7.6.6
Real-Time Data Semantics

In order to assure full interoperability between ERCOT and its Participants, certain data values must have common semantics.  These semantics are defined in this section.  Each Participant’s system shall provide the required data conversion functions to ensure that values are sent to ERCOT with the meanings defined here.

7.6.7
Status Values

The convention for status values shall be as defined in Table 3.

Table 3 Status Value Semantics
	0
	1
	Device

	Tripped
	Closed
	Recloser

	Off
	On
	Recloser

	Off
	On
	Breaker

	Open
	Closed
	Breaker


7.6.8
Energy and Reactance Values

Values representing energy and reactance are to be provided in the units defined in Table 4.

Table 4 Energy and Reactance Values
	Value Semantics
	Unit of Measure

	Power
	Megawatts (MW)

	Energy
	Megawatt-hours (MWh)

	Reactance
	Megavar (MVAR)

	Loss
	Megawatt-hour (MWh)

	Frequency
	Cycles per Second (Hz)

	Voltage
	Kilovolts (kV)


7.7 RTU Test Results and Scorecard

The results of the RTU test will be documented by ERCOT based on the following scorecard.

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	RTU Test Results
	Passed (Yes/No)
	Comments
	ERCOT Initials

	7.6 Successfully completed point to point RTU test
	
	
	

	7.6.1 DNP Protocol
	
	
	

	7.6.2 Supported Functions 
	
	
	

	7.6.3 DNP Buffer Size
	
	
	

	7.6.4 ERCOT defined DNP Objects
	
	
	

	7.6.5 Data Quality 
	
	
	

	7.6.6 Real Time Data Semantics
	
	
	

	7.6.7 Status Values
	
	
	

	7.6.8 Energy and Reactance Values
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Technical RTU Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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8 Resource Specific RTU / DNP Testing

The Senior Advanced Applications Engineer maintains the Resource Specific RTU / DNP Test section, of this ERCOT document.

8.1 Introduction

The ERCOT Resource Specific RTU / DNP Testing Requirements is the guiding document for initial Resource Specific DNP testing between ERCOT and its Participants and sets forth the standards, conventions, and fundamental parameters required for ERCOT Participants to exchange data with ERCOT using the DNP V3.0 protocol.

8.2 Requirements and Prerequisites

RTU /l DNP testing is completed.

8.3 References

None.

8.4 Conventions and Glossary of Terms

To enhance readability, a few simple formatting conventions are used in the NICD. Data formats and information specifications are presented in the form of both variable data and fixed constants. The following font attribute conventions are used in the NICD:

8.5 Testing Schedule and Expected Duration

 This test could take several days for the largest QSEs.

8.6 Test Plan for Qualification

This will be a test that verifies each component of the QSE’s SCE equation.  ERCOT will call each plant to verify the output of each on-line  generating unit.  ERCOT will verify that the base power schedule uses the ESCA smoothing algorithm.  ERCOT will verify that XML balancing and non-spinning deployment messages are properly implemented in SCE.

8.7 Resource Specific Test Results and Scorecard

The results of the Resource Specific test will be documented by ERCOT as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Resource Specific Test
	Passed (Yes/No)
	Comments
	ERCOT Initials

	Data For:
	Field
	Freq
	RTU
	ICCP
	Sign Convention
	

	QSE
	Responsive Reserve Availability *
	10
	
	
	Always Positive
	

	
	Responsive Reserve Deployment*
	10
	
	
	Always Positive
	

	
	Non-spinning Reserve Availability *
	10
	
	
	Always Positive
	

	
	Non-spinning Reserve Deployment*
	10
	
	
	Always Positive
	

	
	SCE* (From ERCOT)
	10
	
	
	Positive=Excess

Negative= Deficient
	

	
	Governor Response*

(From ERCOT)
	10
	
	
	Positive=Increase

Negative=Decrease
	

	
	FCS Input Frequency
	2
	
	
	Always positive
	

	
	Frequency Bias 
	2
	
	
	Always positive
	

	
	Dynamic Resource Power Schedules
	2
	
	
	Negative = Generation
Positive = Load
	

	
	SCE (Regulation Calculation Feedback)
	2
	
	
	Positive = Excess
Negative = Deficiency
	

	
	Regulation Feedback (Regulation Loopback)
	2
	
	
	Positive = Increase
Negative = Decrease
	

	
	Total Generation
	2
	
	
	Always positive
	

	
	Instructed Regulation Up / Down (From ERCOT)
	4
	
	
	Positive = Increase
Negative = Decrease
	

	
	Instructed Responsive Reserve (From ERCOT)
	4
	
	
	Always Positive 

	

	Plant 1


	Status of switching devices in the plant affecting flows on the ERCOT system*
	10
	
	
	
	

	Unit 1
	Unit Net Real Power 
	2
	
	
	Always positive
	

	
	Unit Net Reactive Power*
	10
	
	
	Positive = Lagging

Negative = Leading
	

	
	Generating Unit High Operating Limit*
	10
	
	
	Always Positive
	

	
	Generating Unit Low Operating Limit*
	10
	
	
	Always Positive
	

	
	Unit High Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Unit Low Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Generating Unit Breaker Status*
	10
	
	
	
	

	
	Unit Automatic Voltage Regulator Status
	10
	
	
	
	

	 Unit 2
	Unit Net Real Power 
	2
	
	
	Always positive
	

	
	Unit Net Reactive Power*
	10
	
	
	Positive = Lagging

Negative = Leading
	

	
	Generating Unit High Operating Limit*
	10
	
	
	Always Positive
	

	
	Generating Unit Low Operating Limit*
	10
	
	
	Always Positive
	

	
	Unit High Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Unit Low Side Bus Voltage kV
	10
	
	
	Always Positive
	

	
	Generating Unit Breaker Status*
	10
	
	
	
	

	
	Unit Automatic Voltage Regulator Status
	10
	
	
	
	

	Load Resource 1
	Load Resource Breaker Status*
	10
	
	
	
	

	
	Load Resource (providing Responsive Reserve) High-Set Underfrequency Relay Status*
	10
	
	
	
	

	
	Load as a Resource
	2
	
	
	Always positive
	

	RTU Resource Specific Test Results
	



* RTU or ICCP, QSE’s Choice

    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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9
XML / MOS Transaction Testing

The XML / MOS section of this ERCOT document is maintained by Richard Howard.

9.1 Introduction

The ERCOT ISO Participant Interface: XML document sets forth the standards and conventions required for ERCOT participants to communicate with the market systems.  It is used to guide in the formulation of messages to be sent to the market system and the interpretation of messages received from the market system.   

9.2 General Requirements

User requirements are familiarity with:

· Using XML for data description, DTD interpretation, and XML parsing and validation.

· Protocols HTTP, HTTPS, and TCP/IP.

· Security and authentication technologies: encryption, use of digital certificates, authentication, and SSL (secure sockets layer).

· General network communication software methodology.

The prerequisites for entering XML qualification testing are:

· Completion of the QSE testing interview.

· Successful completion of all bid, schedule, plan, and query messaging with the Programmatic Interface test bed.

· Successful completion of all notification and deployment message receipt with the XML notification server.

Exit requirement is:

· Successful completion of the test scenario as described in this section.  Note that parts of the scenario may not be performed based on the results of the QSE testing interview.  

9.3 References

· ERCOT ISO Programmatic Interface Specification.

· ERCOT ISO Security Interface Specification.

· ERCOT ISO Participant Interface: XML.

9.4 Conventions and Glossary of Terms

The Programmatic Interface is the XML interface with the market servers.  The terms Programmatic Interface, API, market system, and MOS may be used interchangeably.  XML may also be used, but the term is not exclusively used for API.

9.5 Testing Schedule and Expected Duration

Once the test is scheduled, with no problems it can be completed as follows.

· Step 1:  (1-2 hours) Test receipt of all notification and deployment messages.

· Step 2:  (1 hour) Perform the QSE testing script.  

9.6 Test Plan for Qualification

QSE Testing Script – XML / MOS

	Required
	ERCOT Activity
	
	QSE Activity

	
	
	
	

	(
	A/S Market Notification “Schedule”
	─►
	Ack Response 

	
	A/S Obligation
	─►
	Ack Response

	(
	Congestion Notification
	─►
	Ack Response

	(
	Ack Response
	◄─
	Enter Bi-Lateral Schedule

	(
	Mismatch/Balance Report
	─►
	Ack Response

	(
	Ack Response
	◄─
	Resubmit Bi-Lateral Schedule

	(
	A/S Market Notification “Unscheduled/Next Day Ahead”
	─►
	Ack Response

	(
	Ack Response
	◄─
	Enter 2nd Day Bi-Lateral Schedule

	
	Ack Response
	◄─
	Enter A/S Bids (Regulation)

	
	ERCOT Procure A/S “Selected A/S Bids Notification”
	─►
	Ack Response

	
	Ack Response
	◄─

	Resubmit Bi-Lateral Schedule (With self arranged and awarded A/S (regulation))

	
	Ack Response
	◄─
	Enter Resource Plan (At least cover Energy and A/S Obligations) *

	(
	Emergency Notification “Unit Trip”
	
	

	
	Ack Response
	◄─
	Resubmit Resource Plan (intentionally insufficient)

	
	“Resource Plan Invalid” Notification
	─►
	Ack Response

	
	Ack Response
	◄─

	Resubmit Bi-Lateral Schedule (ERCOT to be provider)

	
	Deploy Replacement Capacity
	─►
	Ack Response

	
	Open Balancing Energy Market
	─►
	Ack Response

	
	Ack Response
	◄─
	Balancing Energy Service Bid

	
	Balanced Energy Deployment
	─►
	Ack Response


*  Needs to be less than total obligation plus ½ of largest unit.

9.7 Test Results / Scorecard

The results of the XML / MOS tests will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	XML / MOS Test

Type  XML Section  Description
	Passed (Yes/No)
	Comments
	ERCOT Initials

	Bid    3.2    AncillaryService
	
	
	

	Bid    3.3   BalancingBid
	
	
	

	Bid    3.4  ReplacemtCapacityService
	
	
	

	Submit  4.2   BalancedBilateralSched
	
	
	

	Submit  4.3  ResourcePlan
	
	
	

	Query    6.2  AncillaryServRequests
	
	
	

	Query   6.3  AncillaryServObligatns
	
	
	

	Query   6.4  CommSigniftConstraints
	
	
	

	Query   6.5  CongestionNotices
	
	
	

	Query   6.6  EmergencyNotifications
	
	
	

	Query   6.7  FrequencyControlData
	
	
	

	Query   6.8  GenerationOutages
	
	
	

	Query   6.9   MarketSchedule
	
	
	

	Query   6.10  ASMarktClearingPrices
	
	
	

	Query   6.11 ReplmtMrktClrngPrices
	
	
	

	Query   6.12  MidtermLoadForecast
	
	
	

	Query   6.13  ShrttermLoadForecast
	
	
	

	Query   6.14  SystemLosses
	
	
	

	Query   6.15  ApprvdTransmissnOutages
	
	
	

	Query   6.16  Weather
	
	
	

	Notification 5.2  Deployment
	
	
	

	Notification  5.3  ASObligation
	
	
	

	Notification  5.4  Congestion
	
	
	

	Notification  5.5  Emergency
	
	
	

	Notification  5.6   PlanInvalid 
	
	
	

	Notification  5.7   MCPCHourly
	
	
	

	Notification  5.8  Market
	
	
	

	Notification  5.8  Forecast  
	
	
	

	Notification  5.9   ScheduleMismatch 
	
	
	

	Notification  5.10   ASBidSelected
	
	
	

	Notification  5.11   RepBidSelected
	
	
	

	
	
	
	

	XML / MOS Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:



Initials:

10
Ancillary Services Qualification Testing 

The Ancillary Services section of this ERCOT document is maintained by Senior Engineer- Operations Analysis.

10.1 Introduction

The ERCOT A/S Qualification Testing Requirements is the guiding document for initial Ancillary Services testing between ERCOT and its Participants.

The qualification document does not include other tests that are defined in ERCOT protocols and operating guides, that are required to maintain resource representation, including but not limited to;

· Seasonal Megawatt Capacity

· Biennial Reactive Capability Test (every 2 years)

· AVR (Automatic Voltage Regulator) Test

ERCOT, as part of the QSE qualification requirements, requires that all Qualified Scheduling Entities (QSE) must pass the following tests if the QSE is going to provide the associated service.

1. Regulation Testing per QSE

2. Responsive Reserve Testing per QSE

3. Non-Spinning Reserve Testing per QSE

4. Balancing Energy Testing per QSE

Each test’s requirements and procedures are described below. The procedure must allow multiple QSEs to be tested each day but each QSE may be limited to one test per day.  For QSE tests, ERCOT operators will determine the testing order of the QSEs that are scheduled for that day.  For unit tests, the unit operators will determine the test time and coordinate with ERCOT operators.

When a test starts, ERCOT operators will initiate and test start via the system interface and voice communications.

As each test progresses, the operations department of either party may terminate the test for security reasons and reschedule another test date.

As each test completes its predefined time duration, ERCOT’s operators will initiate a test stop message via the system interface and voice communications.

10.2 General Requirements

1) RTU connectivity test

a) ERCOT test personnel will coordinate an RTU communication test with the QSE prior to the first test day to insure that both parties are ready for the test.

2) XML connectivity test

a) ERCOT personnel will coordinate a XML communication test with the QSE prior to the balancing and/or non-spin reserve test days to insure that both parties are ready for the test.

3) Capacity Testing

a) Unit operations determines when they want to run the test

b) Unit operators coordinate with ERCOT operators when the sixty minute test will start and stop

c) ICCP generator feedbacks are recorded using PDS

d) Reports are generated to analyze results

4) Reactive Testing

a) Unit operations determines when they want to run the test

b) ERCOT provide an on-site person to witness the test

c) ICCP generator feedbacks using PDS

Appropriate paperwork with signatures is submitted to E

10.3 Platform Workaround

ERCOT has developed a test environment specially for qualification of QSE XML capabilities.  A short-term alternative method of qualifying QSE Generators has been developed.  ERCOT will use the Program Development System (PDS) to send responsive reserve and regulation control signals to existing Harris 5000 RTUs or DNP 3.0 interfaces and receive generator feed backs via the Harris 5000 or DNP 3.0 interface.  For XML interfaces, a testing platform is being provided.  

d) RCOT

5) Regulation Testing

a) QSE requests a test day between ?

b) ERCOT operators schedule time slot for test

c) Control signals sent to QSEs using PDS

d) ICCP generator feedbacks are recorded using PDS

e) Reports are generated to analyze results

6) Responsive Reserve Testing

a) QSE requests a test day between  ?

b) ERCOT operators schedule time slot for test

c) Control signals sent to QSEs using PDS

d) ICCP generator feedbacks are recorded using PDS

e) Reports are generated to analyze results

7) Non-Spinning Reserve Testing

a) QSE requests a test day between ?

b) ERCOT operators schedule time slot for test

c) ERCOT operators phone commands to QSE

d) ICCP generator feedbacks are recorded using PDS

e) Reports are generated to analyze results

8) Balancing Energy Testing

a) QSE requests a test day between ?

b) ERCOT operators schedule time slot for test

c) ERCOT operators phone commands to QSE

d) ICCP generator feedbacks are recorded using PDS

e) Reports are generated to analyze results

10.4 Regulation Testing (by QSE)

Refer to ERCOT Protocols Section 6.10.3.1 for more details.

10.4.1 Requirement

A regulation Qualification test is conducted during a continuous 60-minute period agreed on in advance by the QSE and ERCOT. QSEs may be certified to provide Regulation Up or Regulation Down, or both, in separate testing.

10.4.2 Procedure

1) QSE is registered with PUCT and resources are described.

2) QSE requests Qualification to provide Regulation Service

3) QSE has regulation share telemetry installed to ERCOT

4) QSE provides and describes portfolio characteristics to ERCOT for REG UP, REG DOWN service and describes schedules outside of the Regulation service to be tested.

5) QSE confirms ICCP data-link describing resources is in place to ERCOT at 4 second intervals or less

6) ERCOT confirms that telemetry and data-link are functional and integrated to test and bid system (PDS for initial qualification)

7) ERCOT shall confirm the date and time of the test with the QSE using both the primary and alternate voice communication circuits in order to validate the voice circuits.
8) Immediately prior to the start of the test window, the QSE shall provide its bias plus any changes and the time of the change.
9) Immediately prior to the actual test, the ERCOT operator shall document and freeze the frequency setting.
10) For the 60-minute duration of the test, when market and reliability conditions allow, ERCOT Control Area Operator shall send a random sequence of raise, hold, and lower control signals to the QSE, effectively representing a typical Regulation Up or Regulation Down deployment. ERCOT will record the sum response of each unit as QSE portfolio as well as QSE feedback signal

11) ERCOT test system (PDS for initial qualification) prepares/displays a report showing 

a) Time stamp

b) Regulation request every 4 seconds

c) QSE’s SCE feedback every 4 seconds

d) QSE’s Regulation feedback signal every 4 seconds

e) MW Output of each resource registered by QSE

f) Sum of MW output’s of each resource registered by QSE

g) 60 second averages of the request, Regulation feedback, and sum of resources

h) Minute by minute delta request, Regulation feedback, and sum of resources

12) The QSE’s portfolio average real power output for each clock minute will be measured and recorded. The correlation coefficient between the expected average power from one minute to the next [limited to no more than the initial value + (request ´ 1/2 ´ sated ramp rate)], and the actual measured real power output during those minutes shall be statistically significant to two positive standard deviations in order to pass the test.
13) ERCOT evaluates the test results.  A passing result is defined by correlation between the request and the expected change in Regulation feedback, and agreement between the Regulation feedback and the change in sum of resources minus non-regulation obligations.

14) If the provider passes the test, ERCOT certifies the QSE is capable of providing RRS and provides a copy of the certificate to the QSE.

10.5 Responsive Reserve Testing (by QSE)

Refer to ERCOT Protocols Section 6.10.3.2 for more details.

10.5.1 
Requirement


A test for RRS shall be performed during a continuous 8-hour window agreed upon by the QSE and ERCOT.

10.5.2 
Procedure

1) Before testing, the QSE is registered with PUCT and resources are described.

2) Before testing, the QSE Requests Qualification to provide Responsive Reserve Service.

3) QSE has Responsive Reserve Service telemetry installed to ERCOT

4) QSE confirms ICCP data link describing resources is in place to ERCOT at 4 second intervals or less

5) The QSE verbally agrees to a test date with ERCOT and specifies an amount of Responsive Reserve bid during the test.  During the initial qualification period, the QSE will not be compensated for RSS or energy deployed and ERCOT will attempt to run an Energy Neutral test.  Note that after the Market opens, this amount of RRS will not be compensated for RRS, but will be compensated for energy deployed 

6) Immediately prior to the start of the test window, the QSE shall provide its bias plus any changes and the time of the change.
7) ERCOT confirms the date time, and amount of the test with the QSE using both the Primary and backup communications circuits, and with the messaging service (when available to capture in records for settlement and data warehouse)

8) Immediately prior to the actual test, the ERCOT operator shall document and freeze the frequency setting.
9) At some time during the test window, without previous disclosure to the QSE, ERCOT sends a signal via the Responsive Reserve deployment system requesting deployment of an amount of RRS to Energy less then or equal to the Bid amount.

10) Upon receipt of the RRS deployment signal, the QSE converts RRS to Energy in the amount specified and acknowledges receipt of the order.

11) For the next 30 minutes, ERCOT captures the deployment signal sent, the Responsive Reserve converted feedback signal reply from the QSE, and the Sum of MW output for each resource registered to the QSE at 4-second intervals. 

12) The ERCOT test system prepares/displays a report showing 

a) Time stamp 

b) RRS request every 4 seconds

c) QSE’s Responsive feedback signal every 4 seconds

d) MW Output of each resource registered by QSE

e) Sum of MW output’s of each resource registered by QSE – other schedules/obligations.

f) Note – if QSE is called upon to provide other devices to ERCOT or other entities during the test, this obligation will be subtracted from the total QSE response to determine the response due to RRS.

13) For the 30-minute duration of the test, the QSE output shall be measured as clock-minute average outputs for (a) the clock minute prior to the instructions being received from ERCOT; (b) the clock minute following receipt of instructions from ERCOT and continuing for 10 minutes; (c) and for each of the subsequent 19 clock minutes. All measurements shall confirm the additional delivery of energy due to the deployment of responsive reserve service within 5% of the amount requested by ERCOT. Satisfactory performance shall be deemed acceptable if 90% of each clock-minute measurement 10 minutes after notice through the balance of the test period is within 5% of expected.
14) ERCOT evaluates the test results.  A passing result is defined by confirmation of additional delivery of energy due to the deployment of responsive reserve service within 5% of the amount requested by ERCOT.  Satisfactory performance is defined by 90% of clock-minute averages 10 minutes after notice through the balance of the test period is within 5% of expected.

15) If the provider passes the test, ERCOT certifies the QSE is capable of providing RRS and provides a copy of the certificate to the QSE.

10.6 Non-Spinning Reserve Testing (by QSE)

Refer to ERCOT Protocols Section 6.10.3.3 for more details.

10.6.1 
Requirement

A test for Non-Spinning Reserve shall be performed during a continuous 8-hour window agreed on by the QSE and ERCOT.
10.6.2 
Procedure

1) Before testing the QSE must register with PUCT and describe its resources.

2) Before testing the QSE Requests Qualification to provide Non-Spinning reserve.

3) ERCOT confirms that the QSE has telemetry operating which describes the MW output of each resource to ERCOT at 10 second intervals or less

4) The QSE verbally agrees to a test date with ERCOT and specifies a amount of Non-Spinning Reserve bid during the test

5) Immediately prior to the start of the test window, the QSE shall provide its bias plus any changes and the time of the change.
6) ERCOT confirms the date, 8 hour time range, and amount of Non-Spinning reserve bid with the QSE using both the Primary and backup communications circuits, and with the messaging service (when available to capture in records for settlement and data warehouse)

7) Immediately prior to the actual test, the ERCOT operator shall document and freeze the frequency setting.
8) At some time during the test window, without previous disclosure to the QSE, ERCOT sends a message via the ERCOT messaging system (when available) directing deployment of an amount of Non-Spinning reserve to Energy less then or equal to the Bid amount.

9) Upon receipt of the deployment message, the QSE will acknowledge the direction, start non-spinning resources, and ramp them to the power level directed by ERCOT

10) For the next 60 minutes, ERCOT captures the deployment signal sent and the Sum of MW output for each resource registered to the QSE at 10-second intervals. 

11) The ERCOT test system prepares/displays a report showing 

a) Time stamp and text of message (ERCOT operator call) ordering Non-Spinning deployment

b) MW Output of each resource registered by QSE

c) Sum of MW output’s of each resource registered by QSE – other schedules/obligations.

d) Note – if QSE is called upon to provide other services to ERCOT or other entities during the test, this obligation will be subtracted from the total QSE response to determine the response due to Non-Spinning deployment.

12) ERCOT provides a copy of the test results to the QSE.

13) QSE management provides a statement to ERCOT verifying that the data is a true and accurate statement of the behavior of their resources during the test period.

14) ERCOT evaluates the test results. For the 60-minute duration of the test, the QSE output shall be measured as clock-minute average outputs for (a) the clock minute prior to the instructions being received from ERCOT; (b) the clock minute following receipt of instructions from ERCOT and continuing for 30 minutes; (c) and for each of the subsequent 29 clock minutes. All measurements shall confirm the additional delivery of energy due to the deployment of Non-Spinning Reserve service within 5% of the amount requested by ERCOT.  Only units, which were offline at the time of deployment, or curtailed load, will be counted towards Non-Spinning Service.

15) If the provider passes the test, ERCOT certifies the QSE is capable of providing Non-Spinning service, and provides a copy of the certificate to the QSE.

10.7 Balancing Energy Testing (by QSE)

Refer to ERCOT Protocols Section 6.10.3.4 for more details.

10.7.1 
Requirement 

A test for Balancing Energy Service shall be performed during a continuous 8-hour window agreed on by the QSE and ERCOT.

10.7.2 
Procedure

1) Before testing the QSE must register with PUCT and describe its resources.

2) Before testing the QSE Requests Qualification to provide Balancing Energy.

3) ERCOT confirms that the QSE has telemetry operating which describes the MW output of each resource to ERCOT at 10 second intervals or less

4) The QSE verbally agrees to a test date with ERCOT and specifies an amount of Balancing Energy bid during the test.

5) Immediately prior to the start of the test window, the QSE shall provide its bias plus any changes and the time of the change.
6) ERCOT confirms the date, 8 hour time range, and amount of Balancing Energy bid with the QSE using both the Primary and backup communications circuits, and with the messaging service (when available to capture in records for settlement and data warehouse)

7) Immediately prior to the actual test, the ERCOT operator shall document and freeze the frequency setting.
8) At some time during the test window, without previous disclosure to the QSE, ERCOT sends a dispatch instruction via the ERCOT messaging system (when available) directing deployment of an amount of Balancing Energy service to Energy less then or equal to the Bid amount.  This message shall be is sent 10 minutes prior to a scheduling period.

9) Upon receipt of the deployment message, the QSE will acknowledge the instruction, and ramp its resources up by the amount directed by ERCOT

10) For the next 60 minutes, ERCOT captures the MW output of each resource registered to the QSE at 10-second intervals. For each of the next 3 scheduling periods, ERCOT sends a message 10 minutes prior to the scheduling period deploying a different amount of balancing service.

11) The ERCOT test system prepares/displays a report showing 

a) Time stamp and text of messages ordering Balancing Service deployment

b) MW Output of each resource registered by QSE

c) Sum of MW output’s of each resource registered by QSE – and each other schedules/obligations.

d) Note – if QSE is called upon to provide other services to ERCOT or other entities during the test, this obligation will be subtracted from the total QSE response to determine the response due to Balancing deployment.

12) ERCOT forwards a copy of the test results to the QSE for review.

13)  QSE management provides a statement to ERCOT verifying that the data is a true and accurate statement of the behavior of their resources during the test period.  If the QSE does not verify that the collected data is correct then the test results are not used and no qualification is issued based upon this test.

14) ERCOT evaluates the test results.  A passing result is defined by confirmation of additional delivery of power due to the deployment of balancing service within 5% of the amount requested by ERCOT after 10 minutes 

15) If the provider passes the test, ERCOT certifies the QSE is capable of providing balancing service, and provides a copy of the certificate to the QSE.

10.8
Capacity Testing By Unit

Refer to ERCOT Protocols Section 6.10.2 for more details.

Requirement

Each QSE shall identify to ERCOT every Generating Unit that is expected to operate more then 168 hours as a provider of energy and/or ancillary services in the coming season.  Each QSE shall have these generating units Net Dependable Capability verified during each Season of expected operation, except for units used solely for energy services and whose capacity is less than 10 MW.

Load acting as a resource to provide Ancillary Services shall be verified by ERCOT each Season, except when the load interruptability has been verified through response in an actual event.

10.8.2
Procedure for Generator Capacity

Prior to the start of a season, each QSE submits to ERCOT a schedule of planned unit Net Dependable Capability tests for all units they intend to use for energy or ancillary service.  ERCOT representatives shall have the option to visit all tests.

On the date of the capacity test, the QSE notifies ERCOT verbally and via the messaging system (when available) 1 hour prior to the test that the test is proceeding as planned, and that unit is unavailable for non-energy services during the planned test period.  

At a sufficient time prior to the planned test hour to allow the unit to ramp up to maximum MW output, the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is beginning, and ramps the unit up to maximum output.

The ERCOT system operator/tester verifys the MW output of the tested unit from the ICCP data delivered to ERCOT.  

At the end of the test (after holding maximum output for 1 hour), the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is complete.

The QSE immediately fills in the ERCOT test sheet and faxes to ERCOT (operator).  

The ERCOT system controller prints a copy of the test report, confirms that the claimed results are correct, signs the form, and enters the new capacity into the ESCA system.

The ERCOT system controller forwards the signed form and trend printout to the ERCOT administrative office, which files it.

10.8.3
Procedure for Load Acting as a Resource

Prior to the start of a season, each QSE submits to ERCOT a schedule of planned Load Interruption tests for all loads they intend to use for ancillary service.  ERCOT representatives shall have the option to visit all tests.

On the date of the capacity test, the QSE notifies ERCOT verbally and via the messaging system (when available) 1 hour prior to the test that the test is proceeding as planned.  

At a sufficient time prior to the planned test, the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is beginning.  The ERCOT operator records the load reported to ERCOT at the load point specified and records in the ERCOT log.

After the load is shed, the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is complete.  The ERCOT system operator reports the load reported to ERCOT at the load point specified and records in the ERCOT log. 

The QSE immediately fills in the ERCOT test sheet and faxes to ERCOT (operator).  

The ERCOT system controlle, confirms that the claimed results are correct, signs the form, and enters the new capacity into the ESCA system.

The ERCOT system controller forwards the signed form and trend printout to the ERCOT administrative office, which files it.

10.9
Lagging Power Factor Reactive Testing (by unit)

Refer to ERCOT Protocols Section 6.10.3.5 for more details.

10.9.1
Requirement

Every two years, each QSE performs a lagging reactive capability test.  Maximum lagging power factor reactive operating limit shall be demonstrated during peak load season at the Net Dependable MW capability of the unit. 

The QSE must verify and maintain its stated reactive capacity, as required by the NERC Planning Standards “System Modeling Data Requirements, Generation Equipment.” Sections 2.B, Measurement 3 and as may be required by the ERCOT Operating Guides. Generating units' reactive capability limits shall be specified considering nominal substation voltage.

The QSE shall perform the unit automatic voltage regulator (AVR) tests and shall supply AVR data as required by the NERC Planning Standards “System Modeling Data Requirements, Generation Equipment.” Sections 2B, Measurement 4, and 2B, Measurement 6 and as may be specified in the ERCOT Operating Guides.

10.9.2
Procedure

On the day prior to a planned reactive test, the QSE shall notify ERCOT via the messaging system of the planned test if it is available; otherwise, the QSE shall call the ERCOT operator.  ERCOT representatives shall have the option to witness all tests.

On the date of the reactive test, the QSE notifies ERCOT verbally and via the messaging system (when available) 1 hour prior to the test that the test is planned, and that unit is unavailable for non-energy services during the planned test period.  

The ERCOT operator obtains from the ERCOT files the reactive operating curve for the unit being tested. (If not available at the ERCOT offices, the ERCOT operator will request the operating curve from the QSE.)

At a sufficient time prior to the planned test hour to allow the unit to ramp up to maximum (lagging) or minimum (leading) MW output, the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is beginning, and ramps the unit.

The ERCOT system operator logs the MW and MVAR output of the tested unit from the ICCP data delivered to ERCOT, the high side plant bus voltage closest to the unit, and the generator terminal bus voltage (if available)

After achieving Net Dependable Capability or minimum generation, the QSE notifies ERCOT both verbally and via the messaging system (when available) that it is now directing reactive output to maximum lagging (leading) output via operator control.   The QSE also notifies ERCOT of the phone number of the generation unit operator.  

At this time, the ERCOT system operator establishes verbal communication with the generator operator.

The Generating unit operator now slowly increases (or decreases) reactive output of the generating unit to the maximum (minimum) amount consistent with the safe and secure operation of the generating unit.  When reactive output is maximized (minimized) the ERCOT operator and the plant operator will agree what is limiting the maximum (or minimum) reactive output of the unit.  Either the Plant operator or the ERCOT operator may halt the test for plant or system limitations.  

At the end of the test (after holding maximum output for 15 minutes) the test will be ended.  The QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is complete.

The QSE immediately fills in the ERCOT test sheet and faxes to ERCOT.  

The ERCOT system controller confirms that the claimed results are correct, and signs the form.  If a new limitation is appropriate he/she may enter this limitation into the constraint management software.

The ERCOT system controller forwards the signed form and report printout to the ERCOT administrative office, which files it.  A copy of the form, reactive capability curve, and report is kept at the ERCOT operations office.

10.10
Leading Power Factor Reactive Testing (by unit)

Refer to ERCOT Protocols Section 6.10.3.5 for more details.

10.10.1
Requirement

Every two years, each QSE performs a leading reactive capability test.  Maximum leading power factor reactive operating limit shall be demonstrated during light load conditions, with the unit operating at its minimum load.
The QSE must verify and maintain its stated reactive capacity, as required by the NERC Planning Standards “System Modeling Data Requirements, Generation Equipment.” Sections 2.B, Measurement 3 and as may be required by the ERCOT Operating Guides. Generating units' reactive capability limits shall be specified considering nominal substation voltage.

10.10.2
Procedure

On the day prior to a planned reactive test, the QSE shall notify ERCOT via the messaging system of the planned test if it is available; otherwise, the QSE shall call the ERCOT operator..  ERCOT representatives shall have the option to witness all tests.

On the date of the reactive test, the QSE notifies ERCOT verbally and via the messaging system (when available) 1 hour prior to the test that the test is planned, and that unit is unavailable for non-energy services during the planned test period.  

The ERCOT operator obtains from the ERCOT files the reactive operating curve for the unit being tested. (If not available at the ERCOT offices, the ERCOT operator will request the operating curve from the QSE.)

At a sufficient time prior to the planned test hour to allow the unit to ramp up to maximum (lagging) or minimum (leading) MW output, the QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is beginning, and ramps the unit.

After achieving Net Dependable Capability or minimum generation, the QSE notifies ERCOT both verbally and via the messaging system (when available) that it is now directing reactive output to maximum lagging (leading) output via operator control.   The QSE also notifies ERCOT of the phone number of the generation unit operator.  

At this time, the ERCOT system operator establishes verbal communication with the generator operator.

The Generating unit operator now slowly increases (or decreases) reactive output of the generating unit to the maximum (minimum) amount consistent with the safe and secure operation of the generating unit.  When reactive output is maximized (minimized) the ERCOT operator and the plant operator will agree what is limiting the maximum (or minimum) reactive output of the unit.  Either the Plant operator or the ERCOT operator may halt the test for plant or system limitations. 

 The ERCOT system operator logs the MW and MVAR output of the tested unit from the ICCP data delivered to ERCOT, the high side plant bus voltage closest to the unit, and the generator terminal bus voltage (if available)

At the end of the test (after holding maximum output for 15 minutes) the test will be ended.  The QSE notifies ERCOT both verbally and via the messaging system (when available) that the test is complete.

The QSE immediately fills in the ERCOT test sheet and faxes to ERCOT.  

The ERCOT system controller confirms that the claimed results are correct, and signs the form.  If a new limitation is appropriate he/she may enter this limitation into the constraint management software.

The ERCOT system controller forwards the signed form and report printout to the ERCOT administrative office, which files it.  A copy of the form, reactive capability curve, and report is kept at the ERCOT operations office.

10.11
Automatic Voltage Regulator (AVR) Testing (by unit)

Refer to ERCOT Protocols Section 6.10.3.5 for more details.

10.11.1
Requirement

The QSE shall perform the unit automatic voltage regulator (AVR) tests every 5 years and shall supply AVR data as required by the NERC Planning Standards “System Modeling Data Requirements, Generation Equipment.” Sections 2B, Measurement 4, and 2B, Measurement 6 and as may be specified in the ERCOT Operating Guides.  Methodologies for testing AVR’s are discussed in IEEE standard 421.2.  

10.12

A/S Test Results/Scorecard

The results of the Ancillary Services tests will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Ancillary Service Test
	Passed (Yes/No)
	Comments
	ERCOT Initials

	Completed Prerequisites


	
	
	

	Non Spinning Reserve Test


	
	
	

	
	
	
	

	Balancing Energy Test


	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Ancillary Service Test Results
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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11
WEB / MOS (Portal) Transaction Testing 

The WEB / MOS (Portal) Testing portion of this ERCOT document is maintained by Operations staff.

11.1 Introduction

The ERCOT ISO Participant Interface: WEB document sets forth the standards and conventions required for ERCOT participants to communicate with the market systems.  It is used to guide in the entry of data to the market system and retrieval of date from the market system.   

11.2 Requirements & Pruequisities

User requirements are familiarity with:

· Protocols HTTP, HTTPS, and TCP/IP.

· Security and authentication technologies: encryption, use of digital certificates, authentication, and SSL (secure sockets layer).

· General network communication software methodology.

The prerequisites for entering portal testing are:

· Completion of the QSE testing interview.

· Attend the participant training.

· Successful completion of all bid, schedule, plan, with the portal test bed.

· Successful completion of all notification and deployment messages.

Exit requirement is:

Successful completion of the test scenario as described in this section.  Note that parts of the scenario may not be performed based on the results of the QSE testing interview.  

11.3 References

· ERCOT ISO Market Participant Interface: WEB.

· ERCOT ISO Security Interface Specification.

11.4 Glossary of Terms

The Portal is the WEB interface for the market participants.  The terms market system and MOS may be used interchangeably.  

11.5 Testing Schedule and Expected Duration

Once the test is scheduled, compile the data necessary to complete the test, it can be fabricated but should be realistic.  With no problems, the test can be completed as follows.

· Step 1:  (1-2 hours) Test receipt of all notification and deployment messages.

· Step 2:  (1 hour) Perform the QSE testing script.  

11.6 Testing & Schedule

QSE Testing Script – WEB / MOS

	Required
	ERCOT Activity
	
	QSE Activity

	
	
	
	

	(
	A/S Market Notification “Schedule”
	─►
	

	
	A/S Obligation
	─►
	

	(
	Congestion Notification
	─►
	

	(
	
	◄─
	Enter Bi-Lateral Schedule

	(
	Mismatch/Balance Report
	─►
	

	(
	
	◄─
	Resubmit Bi-Lateral Schedule

	(
	A/S Market Notification “Unscheduled/Next Day Ahead”
	─►
	

	(
	
	◄─
	Enter 2nd Day Bi-Lateral Schedule

	
	
	◄─
	Enter A/S Bids (Regulation)

	
	ERCOT Procure A/S “Selected A/S Bids Notification”
	─►
	

	
	
	◄─

	Resubmit Bi-Lateral Schedule (With self arranged and awarded A/S (regulation))

	
	
	◄─
	Enter Resource Plan (At least cover Energy and A/S Obligations)

	(
	Emergency Notification “Unit Trip”
	
	

	
	
	◄─
	Resubmit Resource Plan (intentionally insufficient)

	
	“Resource Plan Invalid” Notification
	─►
	

	
	
	◄─

	Resubmit Bi-Lateral Schedule (ERCOT to be provider)

	
	Deploy Replacement Capacity
	─►
	

	
	Open Balancing Energy Market
	─►
	

	
	
	◄─
	Balancing Energy Service Bid

	
	Balanced Energy Deployment
	─►
	


*QSE notification is directed via the ISO Top Tier Web Portal.  Whenever a notification event (as described in the Participant Interface: XML) occurs, a row is added to the Top Tier alert table.  It is expected that the Top Tier software will in turn generate an alert based on data in the alert table

11.7 WEB/MOS (Portal) Test Results/Scorecard

The results of these tests will be tracked and communicated as follows:

	QSE Name:

QSE Representative:

ERCOT Representative:
	Start Date:

End Date:

	Portal Test

Type Web Section  Name
	Passed (Yes/No)
	Comments
	ERCOT Initials

	Bid    3.4    AncillaryService
	
	
	

	Bid    3.8   BalancingBid
	
	
	

	Bid    3.7  ReplacemtCapacityService
	
	
	

	Submit  3.2   BalancedBilateralSched
	
	
	

	Submit  3.3  ResourcePlan
	
	
	

	Query   2.5  AncillaryServRequests
	
	
	

	Query   2.7  CommSigniftConstraints
	
	
	

	Query   2.8  CongestionNotices
	
	
	

	Query   2.9  EmergencyNotifications
	
	
	

	Query   2.6  FrequencyControlData
	
	
	

	Query   3.10  GenerationOutages
	
	
	

	Query   2.1   MarketSchedule
	
	
	

	Query  2.12.1  ASMarktClearingPrices
	
	
	

	Query   2.12.2 ReplmtMrktClrngPrices
	
	
	

	Query   2.2  MidtermLoadForecast
	
	
	

	Query   2.3  ShrttermLoadForecast
	
	
	

	Query   2.11  SystemLosses
	
	
	

	Query   2.10  ApprvdTransmissnOutages
	
	
	

	Notification    Deployment
	
	
	

	Notification    ASObligation
	
	
	

	Notification   Congestion
	
	
	

	Notification    Emergency
	
	
	

	Notification    PlanInvalid 
	
	
	

	Notification     MCPCHourly
	
	
	

	Notification    Market
	
	
	

	Notification    Forecast  
	
	
	

	Notification    ScheduleMismatch 
	
	
	

	Notification     ASBidSelected
	
	
	

	Notification     RepBidSelected
	
	
	

	
	
	
	


    Forwarded to client services.

Faxed to QSE Representative
Is retest scheduled? (Yes/No/N/A) 
Comments:
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7 QSE Generator Performance Monitoring

For the current description of the Ancillary Services Performance Monitor, refer to ESCA’s Statement of Work (SoW) Section 4.4.4.  The criteria are documented in ERCOT’s Protocol Document Section 6.10.4.

8 Generator Qualification Testing on Test System (Deferred)

The plans and software to perform this function were not included in ESCA’s Statement of Work (SoW).  As a result of the requirement that scope changes are not allowed to impact ESCA’s or ERCOT’s schedule, the specification to perform the Qualification on the Test System must be deferred until a date that meets the requirement.

11.8 Assumptions

The Performance Monitoring System uses a database (Information Storage and Retrieval (IS&R)) to collect all generator performance data.  It is assumed that this same system of archiving the start messages, stop messages, generator control data, and generator feedback data can be utilized for the qualification tests and that this system is currently usable for testing.

The performance monitor will initiate the data collection for the specific generator and store the information in the IS&R database and facilitate the creation, printing, and on-screen viewing of the Certification Reports.

11.9 Task List

1) Finalize the performance monitoring methodology - ERCOT
2) Design Generator Certification System

a) ERCOT Operator command processing

i) Test start command is stored in IS&R
ii) Test stop command is stored in IS&R
iii) Test re-start command is stored in IS&R?
b) Certification Test control program

i) Generates and sends control messages

ii) Messaging System is used for generator outputs

iii) Output commands are stored in IS&R
c) Generator feedback processing

i) Performance monitor receives and stores messages in IS&R
d) ERCOT Operator monitors test

i) Interface to Performance Monitor collects data from IS&R for operator review

ii) Charting/trending of results

e) Report test results

i) Messages are retrieved from IS&R for reports (Performance Monitor?)
ii) Control and feedback messages in IS&R are compared to requirements to determine if QSE passed the associated test
iii) Charting/trending of results

3) Implement Generator Certification System

4) Implement and test communication software – ERCOT and QSEs

a) To be completed by 2/1/2001

5) Train ERCOT Operators – ERCOT

6) Train QSE Operators – ERCOT?

7) Test Generator Certification System – ERCOT

a) Conducted w/o QSEs if possible

8) Test with a select set of QSEs – ERCOT and 1-2 QSEs

a) Use actual generator control if possible

b) Targeted to start February 5th
9) Ready for Mock Trials on May 1st
11.10 Resource Planning

1) Designers

a) Performance monitoring methodology
b) Software
2) Programmers

a) Operator interface

b) Generation control

c) Reports

d) Generator analysis

3) Testers

a) System

b) QSE Generation

11.11 Plan

1) Design system

2) Procure programmers

3) Schedule communications tests

4) Schedule preliminary QSE tests

5) Schedule Certification tests

6) Design and implement system

7) Start preliminary testing 2/5/2001

8) Start Mock Trials  5/1/2001

To assess any additional effort required, the functionality and status of the above software must be understood.

� Some hardware components are not shown in this and related figures since the intention of the illustrations is to show the specified protocol suites. Specific hardware components are illustrated in � REF _Ref499062212 �Figure 7�2�.
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