Brenda Herod Team Notes

What is operational risk?


Cross commodity sensitivity


Deal information is incorrect


SAP complications


Depth of business knowledge


Training


Systems Constraints (network)


One off transactions i.e. unique, very forward


Books not officialized, positions incorrect

Incorrect Curves


Validating Pricing


Business Continuity


Resource Constraints


Environmental / Force Majuere Concerns


Logistical Concerns / Issues


Lack of Communications


Lack of Documentation


Incorrect Counterparty Information / Updates


Contract Interpretation


Geographics (country exposure)


Aging of Account Receivables


Regulatory


Weather Constraints


Information Confidentiality


Unauthorized Traders


Stock Market


Authority Levels


Systems Security Levels


Understanding Departmental Interfaces


Inability to Recognize or Adapt to change


Managing 24 hour business (different time zones and deadlines)


Compliance / Knowledge of Accounting Rules

Tools we use to Manage Risk


Reports and / or exception reports


Desk Procedures


IT Resources


Human Knowledge


Counterparty Interaction


Ability to be proactive versus reactive

Take-Away's to better Manage Risk


Communicate (Over Communicate!)


Accountability


Awareness


Drive Process Improvements


Ask WHY?


Ensure adequate back up exists for systems


Think about the next steps


Training and cross-training

Brent Price Team Notes

Define Operational Risk


Adverse impact on Bottom Line


Day to Day



Communication



IT



Human Error / Lack of Automation



Bad / Wrong Information



Lack of thoroughness


Roles Undefined

Types of Risk


Market


Credit


Legal / Regulatory / Government


Tax


Weather


Counter Party / Delivery


Communication / Process


Corporate


Technology / Systems

What Creates Risk?


Lack of Knowledge


Rapid Change


Experience (lack)


Unforeseen issues


Commercial Input Quality


Systems Inadequacies


Bad Process or Lack of Procedures


Motivation


General Controls

Tools to Manage Risk


E-mail / Communication / Technology


Contracts


Knowledge / Experience


Trend Analysis


Media


Credit Reporting


DPR


SAP


Pipeline Data


Maintain Contracts


Monitor Pipeline Data


Operational Process Analysis


Global Standards Summary


Master Agreement (Legal)


Training / Development? Knowledge


Functional Process


Internal Controls


Managers

Risk Issues


Too much focus on day to day 


No big picture / long term


Understanding role in overall process


Timeliness and Accuracy of Information


Conflicting / Dual Communications


Failure to reassess process “too comfortable”


Sharing information across business groups


Developing staff


Appropriate Staffing


External / Internal Follow through


Establish and reassess priorities


Putting out fires / not enough focus on process


Document process, Identify Pro’s / Con’s


Pay attention to instincts of Business

Actions we can take to better manage Risk


Know internal / external customers


Provide same service to internal customers



Consistency


Or don’t try too hard to please commercial at expense of controls

What Creates Risk Barriers


Time


Staff


Complacency


Systems Failure / Drops


Complacency


Monitor Transaction Better


Relationships between Parties / Counter parties


Conflicting Priorities, Poorly Defined


Lack of Direction as to Long Term Strategy


Not seeing others perspective


Morale / Attitude / Stress Levels

Peggy Hedstom Team Notes

What is Operational Risk?


Operational activity resulting in loss for company


Model Risk



Input risk


Supplier pays us for gas


Information Risk


Employee Risk


Trades reported / input incorrect


P / L incorrect


Confirm correct / executed


Position / Variance

What creates Operational Risk?


Lack of system / reliability (Partial)


Over reliance on manual procedures (Yes)


Poor / Communications (Partial)


Regulatory (Partial)


Poor Understanding (Yes)


Labor Risk (No)


Lack of Resources (Partial)


Market Price Volatility (Awareness Partial) (Yes)


Weather Volatility (Partial)

What Risks do we Manage?


Market


Credit


Operational

Tools we use to Manage Risk


Publications


Systems / Reporting


Commercial Experts


Internet


Documented Regulations


Networking with others – outside


Staff / experienced


Training


Media (TV Radio)

Actions to better Manage Risk

System Interfaces / Reporting


Automate / reduce manual


Faster transitions of new technology


Wireless


D to D versus system automation

People


Train / Educate / Cross Train / Reward $$


Recruiting / Staffing / Retention / Continuity


Accountability: Proactive vs. Reactive


Empower


Improve Communications

Internal Controls / Processes


Best Practices Review


Standardization with groups / locations


Review Controls


Review Documentation


Regular Audit


Disaster Recovery
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What is Operational Risk and Where do we create Risk?



Hinder(ed) Ability to Deliver




Market




Legal




Systems




Processes




Controls



Systems Risk




Testing




Technology Evaluation




Support Network




Verifiable Interfaces




Disaster Recovery, Backups, Failovers, Redundancy




Planning




$$$$$



People Risk




Turnover




Backups/ Build Bench / Succession Planning




Compensation / Retention




Training / Cross Training




Recruiting




Personal Development




Addressing performance Issues




Resource Management and Gap Analysis




Identification / Management of key persons skills



Processes




Documents




Checks Balances and Controls





Our o/a process




Self Audit




External Audit

Standard Operating Procedure (SOP)

Centralization of Critical Risk

Measurements and Benchmarking

Segregation of Duties 

Data Integrity




Checks and Balances




External verification




Deal Audits




Redundancy




Training




Analysis- Automated Business Rules Validation



Security




Building




Data




Assets




Intellectual Capital





Confidentiality Agreements etc.




Contingency Planning, Recovery




Technology hardware and software



Acts of God



Weather



Regulations



Internal Politics



External Litigation

“Exposure due to any break in the organizational processes that support our trading activity”

Tools we use to manage Risk


EREQUEST


PEP


INTERNAL SYSTEMS


EXTERNAL INFORMATION SYSTEMS


AUDITS


SOP


TRAINING FACILITIES


BEST PRACTICES

Actions we can take to better manage Risk


Improve and Replace Weak Systems



SS, Manual tasks


Planning



Identify Gaps



Plan to Plug



Be proactive to commercial needs


Staffing



Recruit



Retention



Further Develop


Training



Culture / Values



Awareness


Communications



Share Experience / Successes / Failures
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