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OMAR-Online 
Meter Data File Status
Automation Specification
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1.
Overview

1.1
Purpose

This document specifies how an automation tool can access and interact with the California ISO's metering data application, OMAR-Online.  The document outlines how an automation tool can communicate with OMAR-Online to access status information about submitted meter data files.

Two other documents are available that specify how an automation tool can submit meter data files and download meter data.

An automation tool for accessing status information about submitted meter data is not provided as part of the OMAR-Online application.  This document specifies how a Market Participant's automation tool would need to interact with the OMAR-Online application to obtain this status information.

1.2
General Application Requirements

A tool developed to perform automated tasks with the OMAR-Online application must meet the following general requirements.

1.2.1
SSL Communications

The automation application must perform Secure Socket Layer (SSL) communications with the OMAR-Online application.  

1.2.2
Cookies

The automation application must support cookies.

1.2.3
Software Digital Certificate

The OMAR-Online application uses software digital certificates for user authentication.  The software digital certificate must be properly installed in the Netscape browser on the workstation used to access the OMAR-Online application. The software digital certificate provides authentication for all data submitted to OMAR-Online.

Reference RFC 2459 - Internet X.509 Public Key Infrastructure Certificate and CRL Profile for more information on certificates and PKI authentication.
1.2.4
Internet Browser

The OMAR-Online application must be accessed via Netscape Navigator versions 4.5 through 4.78 (US Domestic 128 bit encryption).

1.3
Security Requirements

Due to the sensitive nature of the meter data, the security requirements are even more stringent for users with extended login sessions.  OMAR-Online users needing extended logon sessions must sign the Network Connectivity Security Agreement form in order to assure CAISO they are taking the appropriate precautions to protect the connecting device.  Any company connecting directly to any CAISO network must sign this form.  The Information Security Department, upon request by Market Participants identifying they require extended logon sessions, will send them the Network Security Connectivity Form.

2. 
Manual Processes

The secure connection to the OMAR-Online application must be established as a manual process.  

2.1
Initiate Connection

This process is manual.  Your particular browser settings may require additional steps. 

A user with a valid software digital certificate must login to the OMAR-Online application.

1. Note:  If you currently use a smartcard to access the production system, MDAS-Online, remove the smart card from the reader prior to accessing the OMAR-Online test system.

2. Open an instance of Netscape Communicator (see requirements in section 1.2.4.).  

3. Make a SSL connection (https) to the following PRODUCTION URL to create the login session:

 HYPERLINK https://omar-online.caiso.com 

https://omar-online.caiso.com


Or, make an SSL connection (https) to the following TEST URL to create the login session:

 HYPERLINK https://omar-onlinetest.caiso.com 

https://omar-onlinetest.caiso.com


4. Your browser security may require you to acknowledge a Certificate Name Check.  If so, click on the Continue button.

5. In the “Select a Certificate” window, select your OMAR–Online software digital certificate and click on Continue.

6. If your browser certificate database is password protected, you will next be prompted to enter that password.

The login session will be established if the user has selected a valid certificate.  The login session will terminate if the browser is closed or power to the system being used is interrupted.

3. 
File Status Automation

This section defines the process used for obtaining the processing status of a submitted meter data file through the OMAR-Online application using a Market Participant's automated tool.

3.1
Make URL Connection

Make connection to webserver and call the submitted meter data status program:

https://omar-online.caiso.com/viewSubmittedDataDetails.jsp

Optionally, an OMAR-Online assigned file ID can be appended to the URL to access status information for a single file.  The URL would look like this:

https://omar-online.caiso.com/viewSubmittedDataDetails.jsp ?dir=START&userAction=Filter&searchChoice=FILE_ID&searchValue=53

3.2.
File Status Response 

The response will be an HTML page containing a table with six columns.  The columns are identified in the table below.  The status for submitted files, to which you have access, are displayed in the rows of the table.

Table Columns
Description

File Id
This contains the OMAR-Online file ID assigned to the meter data file submitted.

File Format
Valid formats are CSV and MDEF.

Status
· The processing status for the file.  Valid values are: 

· Uploading File (File upload in progress)
· Upload Error (Error uploading file)

· Upload Complete (File Successfully Uploaded)

· Running Validation (This status is arrived at when the validation procedure is processing the data)

· Validation Error (Error running the validation procedure for the file)

· Validation Passed (Finished running validation procedure for this file. There is no validation error for this file.)

· Validation Failed (Finished running validation procedure for this file. There is at least one validation error for this file.)



File Name
The file name that was used when the file was submitted to OMAR-Online.

Received Date and Time
The date/time stamp when the file was received by OMAR-Online.

Record Count
The total number of records within the meter data file.

There will be a maximum of 25 data rows per html page.  If you want to see more than the first 25 rows, submit the following URLs to move to the next or previous 25 rows: 

https://omar-online.caiso.com/viewSubmittedDataDetails.jsp?dir=NEXT 

https://omar-online.caiso.com/viewSubmittedDataDetails.jsp?dir=PREV

3.3
Access Details for Status Errors

If the status indicates that the submitted file has validation errors (Validation Error), details for the validation errors are available through the application.  Any other status will not include detailed errors.

To obtain a detailed breakdown of the errors and the number of occurrences of each error, request the following URL: 

https://omar-online.caiso.com/viewFileErrors.jsp?dir=START&userAction=ERROR&fid=<FILE_ID>

where <FILE_ID> is replaced with the file id of the file for which you would like to see errors.

There will be a maximum of 25 data rows per html page.  If you want to see more than the first 25 rows, use the following URLs to move to the next or previous 25 rows: 

https://omar-online.caiso.com/viewFileErrors.jsp?userAction=ERROR&fid=<FILE_ID>&dir=NEXT 

https://omar-online.caiso.com/viewFileErrors.jsp?userAction=ERROR&fid=<FILE_ID>dir=PREV

3.4
TIMING CONSIDERATIONS

Once a data file is successfully submitted, please allow time for the file's contents to pass numerous validations before the data is truly loaded into our system. Another consideration involves CAISO's internal system interfaces. Data that has been submitted, but not internally loaded may be delayed due to other processes, such as the daily push of meter data to the Settlements system. This could delay final processing of a submitted meter data file by approximately one hour. Another example of delayed processing involves numerous Market Participants submitting many data files within the same timeframe.

These timing considerations are important if your system also automates the submission of Meter Data. Please see the OMAR-Online Meter Data File Submission Automation Specification for details.
