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I.  Introduction

The Western Electricity Coordinating Council (WECC) EHV Web Site requires an OATI webCARESTM Digital Certificate for secure access beginning on July 1, 2002.  Therefore, each user of the WECC EHV Web Site must have an OATI webCARESTM Digital Certificate loaded within their web browser to access the EHV Web Site.  For those users who do not already have an OATI webCARESTM Digital Certificate, this document explains the procedure for acquiring one.

The OATI webCARES (web-based Certificate Administration, Renewal, and Enrollment Services) system provides subscribers with the additional security assurance that their organization’s electronic communications and data transfers will be protected from alterations (data integrity) and imposters (data repudiation). In addition, using an OATI certificate ensures that the data being transferred is securely encrypted for safe transport over public communication circuits, such as the public Internet.

Functionally, the OATI webCARES system allows an organization’s Security Officer (SO) to download and install an OATI certificate. Then, an organization’s SO uses the OATI webCARES System to effectively administer and manage the certificates within his or her Organization. A SO will issue new certificates to their organization’s personnel, renew certificates before they expire, revoke certificates when appropriate, and track the history of any certificate within the organization using the webCARES audit features.

For general information about the OATI webCARES System or the OATI Certificate Authority, please view the OATI Certification Practice Statement (CPS) found at the following location: http://www.oatiinc.com, click on Products, then OATI webCARES.

II.  Acquiring OATI webCARESTM Digital Certificates

The process for acquiring OATI webCARESTM Digital Certificates varies depending on whether your Organization is an existing OATI customer or not.  Thus, the first step in acquiring OATI webCARESTM Digital Certificates is to determine if your Organization is an existing OATI customer under contract.  If you are unsure about your Organization’s status, please contact OATI webCARES Support at (763) 553-2725 for more information.  Once you determine your Organization’s status, please view the appropriate category below.

Organization is a Current OATI Customer


If your Organization is a current OATI customer under contract, then contact the existing OATI webCARESTM Security Officer from your Organization to request an OATI webCARESTM Digital Certificate.  If you do not know who the OATI Security Officer is for your Organization, please contact OATI webCARES Support at (763) 553-2725 for more information.

Upon request, your Organization’s Security Officer can issue and install an OATI webCARESTM Digital Certificate for access to the WECC EHV Web Site.  However, if your Organization is already at its subscription limit for digital certificates, then your Security Officer must contact OATI to obtain a contract amendment for adding additional digital certificates to the Organization’s subscription.  Additional end user digital certificates are sold for $120.00 per certificate per year.

Organization is NOT an OATI Customer

If your Organization is not a current OATI Customer, then the first step is to designate a Security Officer for your Organization.  Your Organization’s Security Officer is responsible for accessing the OATI webCARESTM System for the purposes of issuing, installing, and managing Digital Certificates for all of your Organization’s End Users that require an OATI Digital Certificate.  If you are the only End User within your Organization that requires an OATI digital Certificate, then you should act as your own Security Officer.  However, if your Organization requires multiple OATI digital certificates, then OATI strongly recommends that your Organization’s Security Officer be someone from the IT department who is responsible for network security.


Once your Organization has designated a Security Officer, the Security Officer must contact OATI webCARES Support to acquire the necessary forms for acquiring the OATI webCARESTM Services.  The necessary forms include the OATI webCARESTM Service contract and the OATI webCARESTM Business Representative Application form.  Upon request, the Security Officer will be e-mailed the forms and instructions for completing them as well as the instructions for returning the completed forms to OATI.  The Security Officer certificate is priced at $150.00 per year while all additional End User digital certificates are sold for $120.00 per certificate per year.

III.
OATI webCARESTM Support

For more information about OATI webCARES or the procedure for acquiring them, please contact OATI webCARES Support by either phone, fax, or e-mail.

Phone: (763) 553-2725

Fax: (763) 553-2908

E-Mail: webCARES@oatiinc.com
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