DRAFT

(June 14, 2000)

MEMORANDUM

We make reference to the Memorandum to Local Counsel and our subsequent conversations on Enron’s proposed Internet Trading project in Brazil. Please find below a brief introduction and the answers to your questionnaire.

INTRODUCTION

Trading through the Internet is generally not regulated in Brazil. A few bills of law have been introduced in the Brazilian Congress dealing with specific issues of e-commerce such as validity of contracts and certification of digital signature. Our answers are mainly based on the Brazilian Civil, Commercial and Civil Procedure Codes, unless specific rules apply. Needless to say, such Codes were adopted either in the 1800’s or in the first half of the century and therefore did not anticipate technological developments, least of all the Internet. 

Consumer Protection

One of the key legal issues in commerce over the Internet is whether the Brazilian Consumer Protection Code applies to electronic trades. The question however is not related to the means of the trade (electronic or not) but rather to the parties involved and their activities. 

The Code would have an impact on several clauses of the relevant contracts submitted to us, such as choice of law and jurisdiction, language, limitation of liability and data protection. However, with respect to the trade of electrical power (which we understand to be the initial and primary focus of  the website), we believe that the Consumer Protection Code should not apply to transactions effected through Enron’s website mainly because of two reasons:

(i) Enron and its customers have not entered into a consumer relation as contemplated in the Code. Enron is not in a dominant position whereby the customer has no choice but to purchase power from Enron. Accordingly, customer is not in a position that would require protection of the Code; and

(ii) the supply of power is governed by specific laws and regulations. The latter are issued by ANEEL, a regulatory agency in charge of overviewing power activities. 

To date, the number of cases under review by the Brazilian courts that deal with the applicability of consumer protection rules to the power industry is not significant. The trend shows that the courts have not raised difficulties in accepting the argument of customers that claim that they are in fact consumers and should be protected as such under the Consumer Protection Code. The claim is generally made, however, in a scenario different than what is envisaged for Enron’s website. The purchase of energy by these customers is made against payment of a tariff, i.e., the price controlled by ANEEL.

Summary

In order to facilitate the review of this Questionnaire, we also prepared a chart summarizing our assessment of the main points (Attachment 1).

QUESTIONNAIRE
1. Choice of law

Generally, the terms and conditions of the Access Agreements and GTC's will be governed by New York law. There may be exceptions to this where existing terms and conditions are governed by a different law. Are there any overriding laws in your jurisdiction, which would impose a different governing law? If not, can we generally assume that New York law will govern enforcement and formation of these contracts and any trades in your jurisdiction?

Choice of law

There are two scenarios to be addressed: (i) the Enron entity and the counterparty are located in Brazil; and (ii) the Enron entity is located abroad but the counterparty is in Brazil.

Choice of law. Enron entity and counterparty located in Brazil. In our view, two Brazilian parties to a contract to be performed in Brazil would not be able to choose a foreign law as the governing law. 

Choice of law. Enron entity located abroad but counterparty in Brazil. The choice of a foreign law is valid and binding when contracted between a foreign and a Brazilian party. The courts of Brazil should give effect to such choice of law provision. We believe the parties’ freedom to choose the governing law should prevail over the rule that the law of residence of the offeror must apply. In this regard, it may be advisable to insert in the agreements a statement whereby the parties acknowledge that the Brazilian party is not the offeror. This may, however, have an impact on other sections of this questionnaire where Enron prefers not to be considered the offering party. 

Choice of jurisdiction 

Election of a foreign court to resolve disputes between the parties is valid in Brazil. However, Brazilian regulations may override such provisions in certain cases. Brazilian courts have jurisdiction over cases brought before them when (i) the defendant is domiciled in Brazil, irrespective of his or her nationality; (ii) the agreement will be performed in Brazil; (iii) the lawsuit refers to an act or fact occurred in Brazil.

The Brazilian Federal Constitution accords Brazilian citizens the right to bring suit before a court of law. This right may not be waived. Accordingly, if a claim is filed in Brazil, the Brazilian judge may apply Brazilian law if application of other law would violate the public order. As a practical matter, a Brazilian judge will never be able to conduct a judgement in accordance with foreign law and, therefore, Brazilian law has always been applied in these situations.

Therefore, although election of jurisdiction provisions are valid, the election of a foreign jurisdiction does not prevent the Brazilian counterparty's right from filing a suit in Brazil and the ability of the Brazilian judge to review the claim.

Please be aware that enforcement of a foreign judgment requires confirmation by the Brazilian Federal Supreme Court and certain conditions for confirmation are imposed by law.

2. Contract Formation

2.1 Please review the contract formation structure proposed above and comment on any laws in your jurisdiction, which may impact on contract formation and enforceability.


Contract formation; no special procedure

The Brazilian Civil Code does not require any special procedure to be adopted by the parties when expressing their will to enter into an agreement. The contract is valid if the parties are legally capable to contract, the object is lawful and there is no special form required or prohibited by law (e.g. purchase and sale of real estate must be made by means of a public written deed).  Accordingly, an electronic document executed through a “click” or “password” creates a binding agreement between the counterparty and Enron.

Enforceability

The absence of witnesses to an electronic transaction hurts the ability of either party to bring a lawsuit whereby the agreement would be “executed” (ação de execução). In theory, this type of lawsuit should be more expeditious, although this has not translated into the reality of our court system. Please bear in mind that this does not mean that the agreement is unenforceable. In case of breach, the breach and the damages award would be determined in a different type of lawsuit (ação de conhecimento).  The award itself would then be subject to the ação de execução. 

Digital files as evidence

One of the major challenges and setbacks for the parties in electronic transactions refers to the production of proper evidence. It is still unclear whether digital files are comparable to a document.

The Brazilian Civil Procedure Code establishes that all legal and morally acceptable means can be used in court as evidence of a fact or a relationship. Therefore electronic evidences are admissible in court proceedings. The lack of clear-cut legal definitions about what a document is has stirred up discussions in this specific area. The features necessary to classify an electronic file as a document are still a bone of contention among legal writers.

Some concerns shown by legal writers about e-commerce contracts cast further doubts about their evidentiary value, since: (i) such contracts do not bear the hand signature of the parties; (ii) the identity of the contracting party is uncertain (leading to grounded fears that a party may purport to be another in these contracts); and (iii) the integrity of their contents is not assured (an electronic contract may conceivably be unduly changed without leaving any trace of whoever has done so).

In light of such difficulties, the existence and extent of an electronic contract in court will likely be proven by technical expert investigation, in lieu of the attachment of a document. Today, judges may still be uncomfortable in dealing with electronic evidence and therefore reluctant in accepting its validity. 

How to address uncertainties

We believe that the uncertainties mentioned above with respect to the value of the electronic contract as evidence are mitigated by Enron’s proposed structure and mechanics of contract formation, whereby hard copies of contracts and purchase order confirmations are manually signed and exchanged before and/or after a trade.

Suggestion on the use of a password

We understand that the counterparty is required to enter the password only once, when accessing the website. We suggest that Enron requires the customer to enter the password also when placing an order by clicking on the “send” or “confirm”. This would (i) provide more comfort as to the identity of customer (in case hard copies of documents are not signed manually), and (ii) also give more substance to the argument that the counterparty is delivering or sending a duly signed document, which may constitute an offer as described in question 2.5. below 

Proposed regulations 

The draft regulations on e-commerce currently underway on the Brazilian Congress generally deem to be valid as an original document the electronic documents signed through a private key (asymmetric cryptography method). Therefore, even though the password is not a private key for certification and cryptography purposes, we believe that the use of the password on different moments of the transaction would reinforce Enron’s argument in favor of the validity of the transaction.  

2.2 Please review the draft agreements and comment on:

(a) any areas that are unenforceable in your jurisdiction:

See item 2.1 above.

(b) any implied terms and conditions in your jurisdiction that may impact on these agreements; and

The Brazilian Commercial and Civil Codes set forth general rules on trade that are not necessarily (and usually are not) reproduced in commercial contracts. We believe the main issues are discussed in this questionnaire.

(c) any special local language or other requirements that must be addressed in these agreements.

 Agreements between a foreign and a Brazilian party may be executed either in English or Portuguese and no specific requirement applies. Agreements executed in English or any other foreign language must be translated into Portuguese by a sworn translator in order to be submitted to a court of law. 

If both parties are located in Brazil, although unusual, they may choose to execute an agreement in English. Again, before the agreement is introduced in court, it must be translated and registered. 

2.3 Are there any risks associated with Enron relying on the once only signing of the PA to govern access to the web-site or should the terms of the PA be "accepted" by the counterparty each time they trade?  Alternatively, is it necessary to have any specific wording on the web-site, confirming the terms and conditions of the PA apply generally to trades conducted under the ETA?

Having the terms of the PA being accepted by the counterparty each time they trade reduces any risk related to knowledge of the counterparty with regard to the terms of the PA.

In this regard, we understand that the most secure way of formalizing the trade would be to have the counterparty to enter its password before placing a trade order to Enron (see item 2.1 above). Our suggestion is that the screen in which the party enters its password shows a statement that by entering its password the counterparty acknowledges and confirms the terms of the PA and the ETA. 

2.4 Are there any risks with relying on the statement that Enron's electronic record of the trade will be conclusive proof of that trade.


See item 2.1 above.

2.5 Enron intends for the counterparty's original message for a trade to Enron to constitute an offer rather than Enron's web-site itself constituting an offer.  Is this position enforceable in your jurisdiction?  Should any wording be included on the web-site to make it clear that the web-site is not intended to be an offer or will it be sufficient to state this in the ETA or relevant terms and conditions?

According to the Brazilian Civil Code, the offer binds the offering party. Which means that once an offer is made and a party has accepted the offer, the offering party can not withdraw from the offered transaction.

In principle, the web-site would be considered an offer if anyone could place an order without any conditions being imposed on its acceptance. Therefore, in order not to be considered an offer, the web-site must contain disclaimers and warnings to make clear that the order placed by a counterparty will be subject to certain conditions, including a credit review by Enron. It should be stated that once the acceptance is given by Enron, the trade shall be deemed completed, which also reinforces that the offer is being made by the counterparty.

With regard to the effective completion date, the Brazilian Civil Code adopts the approach whereby the transaction is deemed to completed when the proposal is accepted. In this case, the proposal will be considered to have been accepted when Enron sends the confirmation of its acceptance of the order to trade placed by the counterparty, whether or not this confirmation is actually received by the counterparty.

Of course that the counterparty will always be able to challenge such completion date if there is no evidence of the receipt of Enron’s acceptance. In this situation Enron would be protected by article 1.086 of the Brazilian Civil Code, which states that the agreements by letter or telegraphic correspondence are completed on the moment of the issuance (remittance) of the acceptance to the offer. Enron would have to submit evidence that such acceptance has actually been sent.

However, if the trade order placed by the counterparty is considered an offer, the trade order could be withdrawn by the counterparty before or upon the receipt of the confirmation of Enron’s acceptance by the counterparty. 

From a practical standpoint, this issue will only arise when a counterparty challenges the validity of a certain trade for not receiving Enron’s acceptance timely. Please note that this acceptance can be made through electronic mail, letter or even fax or telephone. Obviously Enron must always keep records that the acceptance has been sent and, if possible, also delivered to the counterparty.

3. Exclusions/Restrictions on Liability

3.1 Please review the liability exclusions in both the PA and ETA and comment on their enforceability in your jurisdiction.

Brazilian case law considers liability exclusions valid in relations governed by civil law, but not in those governed by the Consumer Code. Such exclusion is not considered applicable, however, when the act that caused the damage was the result of serious negligence or malice by the contractor, or of nonperformance of obligations arising from a rule of public policy. Under Brazilian law it is more important to examine the type of negligence (or malice) involved, in each specific case, rather than the type of exclusion or restriction intended.

3.2 Enron wants to exclude liability for consequential, special, indirect and purely economic losses (see clause 4(a) of the ETA). Is the exclusion of these kinds of losses possible in your jurisdiction? Is the wording chosen appropriate in your jurisdiction?

Yes, exclusion of indemnity for indirect damage and economic losses is possible under Brazilian law. Even when considered valid, however, it may not be applicable in certain specific cases, as explained in the preceding answer.

Clause 4 (a) of the ETA provides for full exemption from liability by Enron. This type of total exemption is only accepted by Brazilian courts in very special cases, usually when services are performed on a free basis.

A restriction (percentage) on the duty to indemnify, linked to the risks inherent to the transaction, is not uncommon and would be more likely to prevail before the Brazilian courts. 

3.3 Are there any other liability exclusion or limitation issues that we should be aware of in your jurisdiction?

Indemnity for pain and suffering, failure to achieve forecasts and other types of indirect losses (goodwill) is not usually very large in Brazil. The Brazilian courts normally do no more than to revert the situation to what it was before the injury occurred and seldom award an extra amount as indemnity for possible loss of profits. When such sums are awarded to the innocent party, however, this is done with a view to the possible losses and never in order to punish the party who committed the damaging act.

4. Verification

A counterparty can only access the web-site by use of a password issued by Enron under the PA.  That said, in your jurisdiction would this be sufficient to satisfy any specific laws, rules, regulations, procedures or other evidential issues concerning the verification of the counterparty? In particular, please provide advice on the risks and potential liability of Enron in your jurisdiction if a third party obtains the counterparty's password and purports to trade with Enron via the Internet even where the counterparty has taken reasonable steps to protect the password.  What would Enron's liabilities be in the event that the counterparty did not honour such trade?  Is Enron permitted to rely on the fact that if the password has been used all offers have emanated from that counterparty?

Given the absence of specific rules, use of a password has been generally accepted as a means of verification of a counterparty. Should a counterparty claim that the password was wrongfully used by an unauthorized person and therefore reject a given transaction, Enron’s exposure would be the amount of the transaction itself (we are not considering Enron’s commitments to third parties, such as suppliers). 

Should the matter be brought before court, recent cases suggest that the court would impose the reversal of the burden of proof. In other words, it would be Enron’s responsibility to show that the password was used by an unauthorized person and that this was the results of the counterparty’s fault. 

Please note that the court cases mentioned above do not refer specifically to transactions carried over the Internet. They refer to electronic banking or credit card transactions that have been challenged by customers. The courts have taken the position that it is a duty of the banks and of the credit card companies to provide customers with a safe electronic environment to conduct business. 

Accordingly, Enron would not be permitted to rely on the fact that if the password has been used all offers have emanated from that counterparty. 

5. Advertising Laws

To what extent will Enron be prohibited or restricted from advertising or offering to buy or sell commodities and derivatives via the Internet in your jurisdiction?


Please see our comments to your question 9.
6. Data Protection

Please confirm the extent to which, if any, data protection law issues will apply to this venture.

There are no restrictions on the transfer of data through the Internet. It has not yet been settled either by the courts or law professors if correspondence exchanged by electronic means is afforded the privacy and secrecy protections of the Federal Constitution (article 5, XII). 

Discussions are still incipient, most of them focusing on the environment (the Internet) where such (public or private) transactions are carried out, as well as on the definition of the extent of the rights warranted by the Constitution (i.e., whether they are also valid for data communications) or the nature of e-mails (e.g., open or closed correspondence). There are very few court precedents in relation to this matter and they do not show a judicial trend. 

7. Intellectual Property Rights

Are there any intellectual property rights issues which Enron should bear in mind when carrying out this activity?

The first intellectual property issue relates to the domain name. Brazil has adopted a “first filed” system to attribute ownership over a domain name.  Filing is made with a non-governamental agency called FAPESP.  Domain name squatting is not unusual in Brazil. 

Similarly, attention must be paid to the use of trademarks. Filing of the trademarks to be used by Enron in its Internet project with the Brazilian trademark and patent office (INPI) is advised. 

The web-site layout is protected under copyright law. No registration is necessary for such protection. 

8. General

To the extent not dealt with above, please set out in broad terms any other issues which Enron should consider in relation to this proposed venture.

The basic issue that Enron should consider relates to regulatory environment applicable to the purchase and sale of certain products. In this regard, see item 9.1 below.

[

9. Products Traded through the Internet:

9.1 Have relevant regulators in your jurisdiction made any statements regarding marketing of or dealing in any of the following types of products through the Internet or other electronic systems:

· Commodity transactions relating to oil, gas, electricity, weather, pulp and paper or other commodities, whether derivative transactions (cash settled) or physically settled.

· Financial derivatives - i.e. interest rate, foreign exchange, or credit derivatives.

If so, please could you provide us with a brief summary.

There is no specific regulation governing the physically settled transactions of oil, gas, electricity, weather, pulp and paper or other commodities on the internet. However, there are rules applicable to the trade of certain commodities, whether through electronic systems or not, that need to be examined. This examine should be made on a case by case basis for each product, specially those commodities where the purchase and sale are subject to the overview of regulatory bodies such as the National Oil Agency - ANP and the National Electric Energy Agency - ANEEL.  

Although there is no clear regulation regarding the transactions with financial derivatives and the cash settled commodities transactions (derivatives), should only be carried out by a financial institution, since such services are considered proper of financial institutions. 

Similarly to what occurs in other countries, the financial services industry in Brazil is a highly regulated industry and specific laws and regulatory instruments have been used by Brazilian authorities in order to foster sound banking practices and promote the stability of financial system in general.  Law No. 4595 of December 31, 1964 (the “Banking Law”) is the most significant of these laws, serving to establish the structure and organize the operation of the domestic financial system, which consists of the Brazilian Monetary Council, the Central Bank of Brazil, Banco do Brasil S.A., the National Economic and Social Development Bank (BNDES), and all other public and private financial institutions authorized by the Central Bank of Brazil, which include the commercial banks, investment banks, credit, financing and investment companies, securities dealerships, brokerage companies, leasing companies and multiservice banks.

Article 17 of the Banking Law defines financial institutions as public or private corporations whose principal or secondary business is the collection, brokerage or investment of financial resources belonging to themselves or to third parties, in domestic or foreign currency, and the custody of assets belonging to third parties. 

Every financial institution in Brazil must be licensed by the Central Bank of Brazil and any foreign institution requires further authorization by government decree. Thus, the Central Bank is responsible for controlling and supervising financial institutions, as more specifically described in the next subsection (Regulatory Authorities).

Due to the lack of regulatory legislation in Brazil with respect to the offering and performance of financial activities through the Internet web sites, the rules currently applicable to the Brazilian financial system and its activities have to be complied with irrespective of the medium through which banking and securities activities are performed, including via Internet.  In addition, mutatis mutandis, the aspects raised above are also fully applicable to financial activities through the Internet.

There is no specific regulatory entity in Brazil charged with the regulation and supervision of banks and other financial institutions and its activities performed by means of Internet web sites.  

Accordingly, banking and securities activities performed electronically are also subject to the  three entities charged with the regulation and supervision of banks and all other financial institutions, as well as its respective activities, namely: (i) the Brazilian Monetary Council (Conselho Monetário Nacional - CMN); (ii) the Central Bank of Brazil; and (iii) the Brazilian Securities Commission (Comissão de Valores Mobiliários – CVM) with respect to securities activities.  

The CMN is the plenary agency created by the Banking Law charged with overall formulation of economic and financial policy, including monetary, credit and public debit policies.

The Central Bank, also created by the Banking Law, is responsible for the execution of monetary policy and is empowered, when authorized by the National Monetary Council, to control all public and private financial institution forming part of domestic financial system, and, in particular, to authorize their functioning and to supervise their operation, transformations, consolidations and mergers. 

The Securities Commission (CVM) is charged with implementation of policies pertaining to the organization and operation of the securities industry. Accordingly, its responsibilities encompass the regulation and supervision of all securities activities, including: (i) the issuance, distribution and trading of securities; (ii) organization and functioning of the stock exchanges; and (iii) practices in the management of securities portfolios and their custody. 

9.2 Do any specific laws or regulations exist in your jurisdiction which would prevent or in any way impact upon marketing or trading of any of the products set out in question 10.1 above through the Internet?  In answering this question please address issues relating to contractual formation and enforceability of contracts entered into via the Internet.  In particular, if a transaction entered into via the Internet is enforceable under U.S. or U.K. law and the transactions contain a choice of such law, will such transactions, including the choice of law, be enforceable in your jurisdiction?

As commented in question 9.1 above, there are several regulations which materially impact on the trading of financial derivatives and commodities (cash settled) through the Internet in Brazil. Also please note that even with respect to transaction of commodities that are physically settled there are regulations that may affect the trading of certain products, whether or not through the Internet. As regards contract formation and enforceability, please refer to our comments on question 2.1 above, and with regard to choice of law enforceability, please refer to our comments on question 1 above.

9.3 If the answer to either of question 10.1 or 10.2 is "yes", please indicate whether the impact of any relevant statements, laws or regulations will differ depending upon whether (a) the relevant Internet site is maintained in your jurisdiction or elsewhere; or (b) the party effecting the marketing/trading through the Internet is locally licensed.

The marketing and trading of financial derivatives and commodities (cash settled) through the Internet should be carried out by a Brazilian financial institution, if marketing of such products is directed to Brazilians. In the event that the site is maintained by a Brazilian financial institution, we believe that the transactions may be carried out through the Internet in Brazil. 

On the other hand, if the site is maintained by a non-Brazilian financial entity and there are no marketing efforts of the products in Brazil, we believe that the Enron may enter into contracts with Brazilians. In our view, in this case, the site would not be considered under Brazilian jurisdiction due to lack of presence in Brazil, provided that the all the agreements are executed abroad - please see our comments to the issue regarding doing business in Brazil, question 9.4. below.  

9.4 Please confirm that by marketing to or trading with counterparts in your jurisdiction via the Internet local relevant regulatory bodies/local laws or regulations will not consider the party maintaining the relevant web-site to have established a physical establishment/branch in your jurisdiction.

Assuming that, in your example, the party maintaining the relevant web-site does not have a physical establishment/branch in our jurisdiction, we understand that it is unlikely that the Brazilian tax authorities consider doing business in Brazil, as long as the transactions are not closed in Brazil. It is important to highlight that the key issue here is that any transaction be completed outside Brazil. Offers may be privately made to the Brazilian resident through Internet mail, fax or telephone, or even in a visit to the Brazilian resident. This caution is recommended so that the local authorities cannot allege that the foreign company is doing business in Brazil, without adequate authorization.  

A company that does business in Brazil will be subject to the following:

(i)
payment of taxes in Brazil with respect to profits generated by the activity. Should the company not keep proper accounting, the taxable income will be presumed to be a given percentage of the value of these activities;

(ii)
compliance with applicable laws and regulations having regard to the nature of the business activity.

The concept of doing business in Brazil was developed as part of Brazil's tax legislation, applicable primarily to the case of foreign companies that keep an agent in Brazil to effect sales, such agent having the power to bind the foreign company and enter into valid sale and purchase agreements.

A company would also be considered to be doing business in Brazil if the transaction  agreement or other application documentation were signed in Brazil (as opposed to being signed abroad). 

Therefore, provided that the actual transaction shall be made outside Brazil, using funds which are also deposited in accounts kept with foreign banks (the funds in these accounts may be funds legitimately received abroad, as discussed above, or funds remitted from Brazil using the mechanism of international transfer in local currency), local law does not interfere in the transaction. It is possible that Brazilian residents give a power of attorney to a person domiciled abroad granting powers to the attorney-in-fact for purposes of executing documents in connection with the transaction outside Brazil.
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