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MEMORANDUM

TO:
Mr. Mark Taylor (Enron)

FROM:
Jim Calkins

SUBJECT:
Enron Technology and Intellectual Property Initial Due Diligence Request

DATE:
January 10, 2001

CC:
Jocelynn Kilbourne (ECOutlook)

Patrick DeSouza (ECOutlook)

Matt Lyons
Robert DeBerardine
Steve Tyndall

Following is an initial list of the information needed to allow us to perform a technology and intellectual property due diligence review of the Enron technology that is a subject of a potential purchase by ECOutlook.  Based on our review of the materials provided in response to this initial request, we may have some corporate-related due diligence requests and/or additional technology/IP requests.  Please send the technology and intellectual property due diligence information to my attention as soon as possible at Brobeck, Phleger & Harrison LLP, 4801 Plaza on the Lake, Austin, Texas 78746.  If you have questions please contact me. 

I. Enron Technology and System Operations

A. Architecture.

1. Please provide both executive and technical summaries of the Enron technology system and its architecture. 

2. Please provide a diagram of the Enron technology system architecture.

B. Software. 

1. Please list the software applications and their components that are related to the Enron technology.

2. For each application, please provide information regarding the following: 

a. Please list the names of the people who developed the application software, the time that each person worked on developing the application, and each person’s employer during that time.

b. Please list the programming language(s) of the application software.

c. Please identify all locations where the application source code is kept, and the entity(ies) in control of the source code in each location.

d. Please identify all locations where the detailed application documentation is kept, and the entity(ies) in control of the detailed application documentation in each location.

e. Please describe all production monitoring tools in place regarding the application.

f. Please describe all performance monitoring tools in place regarding the application.

g. Please list and provide copies of all maintenance and support agreements relating to the application.

h. Please describe the skills required to operate the application software.

i. Please describe the skills required to modify the application software.

j. Please list the operating system(s) required by each application.

k. Please list the database technology(ies) employed by each application.

C. Document Mapping, Document Translation and File Transfer. 

1. Please identify what applications and tools are employed by the Enron technology (i.e. Gentran, etc.).

2. Please identify whether customers or internal personnel perform the mapping, translation and transfer functions.

D. Communications.

1. Please describe the communication protocols that are used by the Enron technology.

2. Please describe the application programming interfaces that are used by the Enron technology.

E. Customer Interfaces.  Please list and describe the interfaces available to customers for normal operations of the Enron technology.

F. Administrative Interfaces.

1. Please list and describe the administrative interfaces available to customers who use the Enron technology.

2. Please list and describe the administrative interfaces required and/or used by support staff of the Enron technology.

G. Security Systems.  Please list, describe, and provide documentation for the following:

1. Security hardware currently (a) used by and (b) recommended for the Enron technology. 

2. Security software currently (a) used by and (b) recommended for the Enron technology.

3. Monitoring procedures currently (a) used by and (b) recommended for the Enron technology.

H. Hardware Platform.

1. Please describe the hardware platform(s) actually used for each component of the Enron technology.

2. Please describe the hardware platform(s) required for each component of the Enron technology.

I. Suppliers.  Please list all suppliers of current inventory.

J. Capacity.  Please describe the current capacity utilization of the Enron technology (using both actual numbers and statistics).

K. Maintenance.

1. Please provide a copy of the Enron technology maintenance record.

2. Please list the Enron technology routine maintenance requirements.

3. Please provide a summary list and copy of the maintenance agreements currently in place regarding the Enron technology.

L. Platforms.

1. Please list the environments used for development, testing, staging and problem resolution regarding the Enron technology.

2. Please identify the isolation level of the network, operating system, and hardware associated with the Enron technology.

M. Operations.

1. Level of Automation.

a. Please list and describe the manual operation requirements associated with the Enron technology.

b. Please provide a copy of all operating procedures associated with the Enron technology.

c. Please list and describe the automated procedures associated with the Enron technology.

2. Resource Requirements.

a. Please describe the manpower requirements and provide a copy of the documented procedures for the following:

(i) Initial Hub Setup.

(ii) Trading Partner Deployment.

(iii) Configuration Support.

(iv) Problem Resolution.

3. Please list and describe in detail all VANs and VAN Interconnects deployed in the operation of the system.

II. Patents

A. Please list the following items, both domestic and foreign, in connection with the Enron technology, and provide copies of the supporting documentation with respect to each, regardless of ownership:

1. issued patents (“Patents”);

2. patent applications; and

3. invention disclosures not covered by Patents or patent applications.

(File history and additional information may be requested upon review of these materials.)

III. Trademarks and Copyrights

A. Please list all registered trademarks, common law trademarks, service marks, trade names, symbols and logos, including any applications for or registrations of any of the foregoing, used, controlled or owned by Enron or (to the extent known by Enron) ECPower in connection with current, past or anticipated operations of the Enron technology (“Trademarks”).

B. Please list and provide a brief description of all copyrighted products and materials used, controlled or owned by Enron or (to the extent known by Enron) ECPower in connection with current, past or anticipated operations of the Enron technology (“Copyrights”).

(Additional information may be requested upon review of these materials.)

IV. Trade Secrets

A. Please list the principal processes and other proprietary information considered by Enron or (to the extent known by Enron) ECPower to be trade secrets of Enron or ECPower related to the Enron technology (“Trade Secrets”).

B. Please describe unwritten, and provide copies of written, Enron and (to the extent known by Enron) ECPower policies and procedures regarding the protection of any Trade Secrets.

V. General

A. Regarding the Enron technology, please list and provide a copy of all active material licenses (whether Enron or ECPower is licensor or licensee), sublicenses (whether Enron or ECPower is licensor or licensee), settlement agreements, consents, decrees, judgments, or other agreements or arrangements with respect to Patents, Trademarks, Copyrights or Trade Secrets (collectively, “Intellectual Property”) to which Enron or (to the extent known by Enron) ECPower is a party, indicating whether any party is in default thereunder.

B. Please describe all pending and/or threatened litigation, governmental proceedings, claims or assessments, whether written or oral, whether against or filed on behalf of Enron or (to the extent known by Enron) ECPower, and whether or not formal filings have been made concerning Enron’s or ECPower’s Intellectual Property (“Intellectual Property Litigation”) relating to the Enron technology, including a brief summary of the current status and expected outcome of any such Intellectual Property Litigation.

C. Please provide copies of all correspondence with any third party who has alleged infringement by Enron or (to the extent known by Enron) ECPower of said third parties’ rights under patents, trademarks, copyrights, trade secrets and/or unfair competition relating to the Enron technology.

D. Please provide copies of any opinions provided by counsel for Enron or (to the extent known by Enron) ECPower relating to infringement, validity, right to use or clearance searches on patents, trademarks and copyrights relating to the Enron technology held by corporate or private individuals other than Enron (including ECPower).

E. Please provide copies of any indemnities or standard form of indemnity provided by Enron or (to the extent known by Enron) ECPower to third parties regarding intellectual property rights of Enron or ECPower relating to the Enron technology.

F. Please describe the use of any Intellectual Property of Enron or (to the extent known by Enron) ECPower by any third party which Enron or (to the extent known by Enron) ECPower believes may infringe or otherwise compromise Enron or ECPower’s rights in its Intellectual Property relating to the Enron technology.

G. Relating to the Enron technology, please provide copies of all agreements or forms of agreement between Enron or (to the extent known by Enron) ECPower and employees, consultants, vendors, suppliers, customers and others relating to nonuse or nondisclosure of Enron or ECPower’s Intellectual Property, assignment of rights in Enron or ECPower’s Intellectual Property, noncompetition, or any combination thereof.

H. Please describe all liens/or encumbrances on Enron or (to the extent known by Enron) ECPower’s Intellectual Property relating to the Enron technology, or rights of third parties therein (which are not otherwise disclosed pursuant to the above paragraphs).
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