Enron Online

Business Risk Management (BRM) Project Reporting Format


Project Objective

The scope of our review is designed to understand and identify key control mechanisms within the global EnronOnline environment related to the completeness and accuracy of transaction data transfer, management reporting and exposure monitoring. Our audit procedures included interviews with IT Compliance group personnel, review of IT Compliance testing and a test of customer transactions.
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Enron Online
Financial Markets
Portfolio Monitoring, Analysis & Management
Effective “stack manager” procedures and controls with the EOL application control offerings.  
Yes
Existence of Garbage checking parameters
· Garbage checking parameters, which are control mechanisms to mitigate the risk of posting inaccurate volumes and prices for products on EOL, are available to Stack Managers.  Currently no mechanism is available to establish a monitoring control to review the reasonableness of the set parameters to determine effectiveness.  (EOL Phase II)
· Personnel independent from the trading of the specific product should be responsible for periodically reviewing the use and reasonableness of the established parameters.




Financial Markets
Portfolio Monitoring, Analysis & Management
Complete and accurate capture of all transaction components and corresponding deal values in the EOL application.
No
The Product Control Group performs deal count checks
· The current management reports that are distributed to senior management do not include a value for “US Gas Basis” transactions which could be as small as $730 million and as large as $13 billion on the valuation methodology (values as of 4/13/00).  (EOL Phase II)

· Key management reports that are distributed to senior management and potentially used as information for decision making purposes are subject to various manual errors due to the highly manually intensive process necessary to create the data.  (EOL Phase II)
· Although management is determining the proper method to value these transactions, recipients of these key reports should be made aware of data that is not included and potential magnitude of the omitted items.

· Although management has plans in place to implement an automated process, recipients should be aware of the errors inherent in the process.
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Information Systems
Infrastructure, eBusiness, Access and Security, Critical Application
Policies and procedures over change management and security administration are adequate to protect data integrity.
No
IDs and passwords are used to authenticate users.
· EOL does not meet Minimum IT Controls Standards in critical areas including:

1) There is not a formal process in place for managing software code changes to the EOL application and the bridge monitoring funcitons.

2) Users are not forced to change passwords from initial setting (initial password set to username) and have no expiration for passwords.  (EOL)
· Efforts should be made to incorporate the minimum standard parameters into these areas.



Access and Security, Critical Applications
Data is captured, stored, and transferred completely and accurately
Yes
Control totals are used to ensure complete data transfer between EOL and downstream systems

Manual oversight of bridges and interfaces to detect errors.

Deal numbers and deal status is received from the downstream systems.


· Daily management reports are created from an Access database that receives direct inputs from TAGG and manual inputs from back office personnel.  Manual processes increase the risk of inaccurate or incomplete data.  (EOL)

· The TIBCO Bridge connecting EOL with the backend deal-capture databases does not validate the accuracy of information received from EOL.  This prevents early detection of corrupted or otherwise incorrect data transferring to backend systems and increases the risk that critical transaction information is lost.  (EOL)

· Much of the counterparty administration process, including the initial setup, authorizing the counterparty according to products, and establishing credit limits, is initially performed outside the EOL application.  This significantly increases the possibility of data entry errors and lengthens time-to-completion.  (EOL)
· Implement automated interface(s) from the back office systems to ensure data integrity of management reporting.

· Implement automated interface controls that will identify any discrepancies in the transfer of information and print exception reports detailing any issues.  Associated processes must be in place to ensure the timely review of such reports.

· Incorporate direct interfaces to real-time customer setup processes as required.


Financial Markets
Portfolio Deal Capture
Information flows are complete and accurate into current systems environment.
Yes
Personnel access the Bridge Monitor Function to monitor the status of deals to be transferred

Risk and PCG personnel monitor the data transfer for accuracy
· As transactions are failed in the TIBCO application, book administrators must manually capture transactions in the appropriate system.  As this is done, customer legal names could be captured incorrectly, therefore causing problems with credit exposure monitoring.  All EOL customers must transact under preapproved legal names; therefore, any discrepancies in legal entity names between EOL and the capture systems should not occur. 

· Although there is currently a small volume of paper transactions with one customer, and a small number of weather transactions, there is no process in place to match the deal transacted via EOL to the capture system deal.
· Personnel should implement an effective review procedure to ensure this risk is eliminated.

· Although personnel are aware of the deals, the matching of these deals between systems should be adequately documented to provide a paper trail and mitigate deal processing risks.


Financial Markets
Deal Pricing and Execution 
Effective pricing mechanism to ensure appropriate calculation of credit headroom limits.  
Yes
Automatic alerts are forwarded to credit as customers reach established headroom limits 
· Although sigma factors are developed for each product type, these factors are static for the entire team of the product period although market indicators may reflect otherwise.  For example, the sigma factor for a product that extends for 3 months would be the same for month 1 as it is for month 3.
· Management should consider enhancing the capability of the headroom calculation to accommodate more robust sigma factors.  
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