Database System Management

Business Risk Management (BRM) Project Reporting Format


Project Objective

The scope of our review is designed to understand and identify key control mechanisms within ENA's Oracle, Sybase, and Microsoft SQL Server environment in accordance with the 2000 Business Audit Plan.  Our audit procedures included interviews with key ENA personnel, review and assessment of available policy and procedure documentation and appropriate levels of testing necessary to identify strengths and weaknesses related to the existing control environment.

Project Name
Risk Area
Target Activity
Specific Risk Objectives
Objective Met?
Existing Control(s)
Findings
Recommendation,

Person & Target Date

Database System Management
Systems
Systems Availability


Data recovery/backup processes are adequate to protect critical data and maintain data availability.


Yes
· Data backups are tested when used to refresh development and staging environments.
· None noted



Systems
Access and Security
Policies and procedures over change management are adequate to protect data integrity.


No
· None
· Policies and procedures for change control and migration are not documented. 

· A system audit trail is not being utilized to capture and monitor changes to the database structure. 


· This process should be documented to ensure a consistent and appropriate method for authorizing and applying changes to production databases.  In addition, application lead should sign-off to development prior to DBAs migrating changes to production.

· A database audit trail should be used to independently review/monitor DBA actions as well as other users with extensive, direct access to the database to ensure only authorized changes to the database structure.
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Access and Security
Logical security provides adequate protection over critical data.
No
· None
· Users who gain direct access to production database tables using OBDC may gain unauthorized privileges not granted through application level security.  For example, all new Unify users are a member of the ‘PUBLIC’ group by default.  This group is granted full insert, update, and delete privileges at the database level.
· Application developers have update access privileges to the production environment.  According to the Minimum IT Controls Standards, the system administration and development functions should be separated and application developers should be limited to read-only access in the production environment.  By not restricting developer access to the production environment, management has limited assurance that the integrity of production data is maintained.
· Database Administrator (DBA) access to the databases is granted through one generic DBA ID and password.  Although the password is changed when a DBA leaves the group, this prohibits direct accountability for a DBA’s activity.  According to Minimum IT Controls Standards, all accounts should have a unique username and password.
· Terminated employees’ usernames have not been removed from the database.
· The risk associated with users accessing the database directly using an ODBC tool may be mitigated by authenticating the user at the Operating System level combined with the use of roles enabled by the application.  Using this method, the privileged roles assigned the user would be disabled and password protected by default.  These roles would be enabled when users connected to the database through the application, but would remain disabled otherwise.
· Application developer's access privileges within the production databases should be limited to read-only or monitor their actions through the use of an audit trail.

· All database administrators should gain access to the databases through a unique username and password.  This along with utilization of an audit trail would provide individual accountability.

· Failure to remove employee access in a timely manner is a result of having an ineffective process to accurately track and communicate changes in the employment status of ENA.
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