Clarifications on Technical Questions for Enron

The document from Enron requires using HTTP and HTTPS.  

a. Can we use HTTPS or HTTP for all transactions? 

b. Is there a reason to add security (and its associated overhead) to a private line? 

The use case document specifies that HTTP must be used for Post Prices (UC-2) and Request Prices (UC-3); however, either HTTP or HTTPS may be used for all other use cases.

Our understanding from the Use Cases was that Attempt Transaction communications would only be handled over HTTPS (p4-5 of EnronOnline Exchange: External Exchange Interfaces).  We agree that HTTPS might be unnecessary overhead since we’ll be using a private line, and we’d like to limit protocols to HTTP. Are we agreeing that HTTP can be used everywhere?


Will communications be held pending until the session’s response is formed, or will the confirmation process create its own session?

Not sure of the question.  Typical HTTP communication will be used.

A typical HTTP communication has both a request and a response element within its own session:  open(request(response(close.  Confirmations\failures can come back in one of two manners: delayed or immediate. If delayed, we will lose state and a separate session will be created for the response, and we’ll need to set up a “listening” function to kick-off our confirmation receiving process.  If immediate, the confirmation returns on the response object of the initial request (same session), then we’ll need to ensure that concurrent sessions can run and the time-out period is short.  This decision affects the system’s character as synchronous or asynchronous, as well.

FOR EXAMPLE: TRUE QUOTE SENDS A BID TO EOL VIA HTTP SESSION…

One of these two processes could be used.  In A, True Quote sends Enron a bid, and—before that communication’s http session closes—Enron returns the confirmation or failure status.  In B, True Quote sends a bid, and Enron acknowledges that they received a bid.  Enron processes the bid, and opens a new http session to send back the confirmation or failure.  The underlying question is “when does the processing take place?”  Do sessions stay open during the processing, or will they close and wait for the processing party to open a new session to supply the confirmation?

A) Open(submit bid(confirm/fail(close

         Immediate
Processing occurs between “submit bid” and “confirm/fail”.

B)
Open—>submit bid(bid acknowledged(close



Open(confirm/fail(status acknowledged(close 

           Delayed
Processing occurs between these two http sessions.

Can we consider breaking down the data more for “Use Case 2” failure responses?  XML can carry data described at its most base components—which saves both systems the processing time of (de)constructing strings.  Packing multiple data points into one concatenated string requires additional customization—reducing flexibility.

The failure messages convey sufficient detail such that further elaboration is not required.  All error messages should be treated the same and not differentiated.

Although the failure messages convey sufficient detail such that further elaboration is not required, passing a concatenated string takes more processing than navigating through an XML document.  Sending the response back in a well-formulated XML document would improve efficiency.

What is the definition of a "session"? Can only one operation be executed at a time?

A session is a typical HTTP session.

From External Interface Document (Page 4)

Multiple Logins

Each user ID can have only one valid session associated with it at any one time. If a client exchange initiates the Error! Reference source not found. use case for a user ID that already has a valid session, then the system will invalidate the existing session for that user ID and issue a new session ID to the client.

In order to communicate with the Enron trading system, a Client Exchange will need a valid session ID for the given server-protocol pair.  Therefore, communication with multiple servers or with different protocols will require multiple user IDs.

Each user ID can have only one valid session associated with it at any one time. 

Is this a HTTP session or an Enron SessionID?

Follow up:

Can the same UserID/Password Combo (Enron SessionID) execute more than one operation(Use Case) at the same time? For example, we have just submitted a Transaction Request and we are waiting for a confirmation response. While we are waiting, we have price updates we want to submit. Do we have to wait for the Transaction Request to finish before we can post these new prices?

In order to communicate with the Enron trading system, a Client Exchange will need a valid session ID for the given server-protocol pair.

Will we need a separate UserID and Password for each use case?


Should the session ID be included in the specification of each XML document? Will this number be a GUID? 
No session information will be included in the data payload.  Session information will be sent as part of the URL.  

I.E. http://<realtime_server>/PostPrices?prices=’<prices_xml>’&session=<session>

Will the session information be a GUID?
