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Risk Management

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Portfolio Valuation/ Monitoring of Risk Management Activities/

Inaccurate MTM and 

Trading Positions
EES has established gas and power risk books and instituted daily reporting procedures for commodity positions. 
EES has not established risk books related to all risk aspects of its transactions to support complete, accurate and timely accounting and management of GNO contracts.
Perform periodic analysis of EAM volumetric position changes at the project and deal level.
Dave Roberts 
On-going
· 
· 




Unbundle tariff positions into sub-components and integrate into retail books and batch model (transmission, distribution, CTC, generation).
Don Black
3Q 2001
· 
· 




For retail basis exposure, capture underlying risk embedded in retail exposure and develop hedging strategy associated with the risks. Significant fuel (TX, NY, FL) and interest exposures were hedged.
Jay Lewis
On-going
· 
· 

Limit Monitoring/ Unmanaged Risk Exposures
The Enron Corp. Risk Management Policy includes an interim VAR limit of $5 million for EES, as of August 8, 2000.
VAR calculations do not include all aspects of EES’ risk such as tariff risk, EAM risk and other non-wholesale risk.
Develop EES VAR and/or volumetric risk limits for all risk exposures and stress testing procedures. EAM long position is captured in commodity VAR.
Wanda Curry & RAC


Tariff        3Q 2001





Risk Management (continued)

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Portfolio Valuation/ Monitoring of Risk Management Activities/ Unmanaged Risk Exposures
None noted.
The current Enron Corp. Risk Management Policy does not address retail basis exposure for commodity positions or any exposure for non-commodity components of EES transactions (i.e., Assets, Labor, Capital, FM, O&M, etc.).  As a result, these exposures are not formally reported to management and are not subject to limit and risk monitoring.
For non-commodity exposure, develop informal Enron Corp. EES risk management policy (not Board approved). Final timing of Board approved policy is dependent on RAC. 
Kevin Hughes

& RAC
EAM             2Q 2001

AOPS

2Q 2001
· 
· 

Tariff Curve Generation and Maintenance/ Inaccurate MTM and Trading Positions
EES Tariff Risk Management Group, RAC, and Governmental Affairs independently monitor the regulatory environment to determine the proper retail basis assumptions.
There is no formal process to validate and document tariff curves.  Documentation should include any disagreements with groups outside of the curve generators, along with the resolution of the disagreement. 
Documented policy and procedures to support curve development and approval for curve changes. Currently documenting procedures to support validation process. 
Don Black


5/31/01
· 
· 

Credit/

Unmanaged Credit Exposure
EES business activity is included in the scope of the Enron Corp. Credit Risk Management Policy.
EES deals are currently not included in the Enron Corp. Credit Aggregation System, which is utilized by Credit Risk Management to facilitate overall monitoring of credit exposure. 
Expand EES credit risk management capabilities to monitor and report aggregate credit exposures to Enron Corp. Credit Risk Management. Approx. 80% top exposure (based on dollar-value) was addressed by 1Q 2001.
Meredith Eggleston/ Scott Mills
On-going
· 
· 

Risk Management (continued)

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Deal Capture
Legal confirms gas mid-market deals.
There is a lack of proper segregation of duties between the deal structuring and deal capture functions for gas GNO and gas mid-market deals. 
Establish deal capture and verification process.
Meredith Eggleston
5/1/01
· 
· 




Perform global deal clean-up.
Don Black/ Wanda Curry
12/31/01
· 
· 


EES has a standard template for inputting wholesale trades into the risk management systems (i.e., Deal Tracker and RGS entry screens.)
The Physical/Financial indicators for power deals in RPS and RGS are often inaccurate.  
EES will reset indicators for all deals to reflect physical or financial. This effort has been suspended as the final IT strategy is currently being determined.
Neil Hong
TBD
· 
· 

Financial Operations

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Accounting and Volumetric Reconciliations/

Potential Accounting Errors
None noted.
Certain accounts (accounts receivable detail ledgers and intercompany accounting) are not fully reconciled to the general ledger.


Reconcile the power passthrough account for activity occurring prior to 2/1/2001.
Mary Lynne Ruffer/

Wanda Curry


5/15/01
· 
· 




Due to removal of direct access, develop and implement process to properly account for passthrough activity occurring after 2/1/2001. Reconciliation of activity TBD.

2Q 2001
NA
· 




Developed a high level plan to implement an operational analysis process for EES. Implementation expected to occur with global deal clean-up and strategic systems initiative.

2/28/01
· 
· 

General

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Accounting Information/

Unauthorized Transactions and Trading Positions
None noted
There are no formal policies and procedures related to non-commodity risk management, financial accounting and reporting and cash management.
Developed EES specific policies for the TAF/DASH process and developing hiring policy. The procurement policy is being developed in conjunction with the iBuyit initiative.
Kevin Hughes/

Wade Stubblefield
4Q 2001


· 
· 




Implement spending authority in SAP.
Kevin Hughes
2Q 2001
NA
· 




Developed governance oversight responsibilities for audit.
Kevin Hughes/

Wanda Curry
3/31/01
· 
· 

General (continued)

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 2/01
Status at 4/01

Accounting Information/

Unauthorized Transactions and Trading Positions
None noted
There are no formal policies and procedures related to non-commodity risk management, financial accounting and reporting and cash management.
Andersen working with EES to draft accounting policies for capitalization, revenue and cost recognition, rev. allocation, and expense accruals.
Kevin Hughes/

Wade Stubblefield
5/31/01
NA
· 

Information Technology/

Business Interruption
Integrated EES business continuity planning with larger Corporate effort.
A formal tested plan has not been developed and implemented to ensure timely restoration of operations in the event of a major disruption of information processing activities.
The majority of the disaster recovery plan will fall under Corporate. EES has conducted initial business impact analysis and, as a result, has developed a 3-phase process to install new back-up/recovery equipment. Phase 1 is currently underway (“StorageTech” back-up installation).
Pete van de Gohm
Phase 1: 4/30/01
· 
· 


Exception reports are generated and reviewed to prevent duplicate interface runs. 
Access controls related to the interface application programs and data files are inadequate. Program files, source codes, and production data are stored in unsecured directories.

Approximately half of the Windows NT Environment configuration controls are not compliant with Enron IT control standards.
As part of our 1Q 2001 IT initiative to address security processes and prior audit issues with Corporate:

· EES will institute an effective change control process. 

· Windows NT system parameter settings have been changed to comply with Corp. requirements, with the exception of password change rules (IBM is addressing).


Pete van de Gohm
Completed
· 
· 




Institute appropriate version control process. IBM is developing a proposal for EES consideration.
Pete van de Gohm
TBD
· 
· 

Action Steps Completed As Of 2/01

Risk Management

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 4/01

Limit Monitoring/ Unmanaged Risk Exposures
The Enron Corp. Risk Management Policy includes an interim VAR limit of $5 million for EES, as of August 8, 2000.
VAR calculations do not include all aspects of EES’ risk such as tariff risk, EAM risk and other non-wholesale risk.
Develop EES VAR and/or volumetric risk limits for all risk exposures and stress testing procedures. EAM long position is captured in commodity VAR.
Wanda Curry &

 RAC
EAM

Completed


Tariff Curve Generation and Maintenance/ Inaccurate MTM and Trading Positions
EES Tariff Risk Management Group, RAC, and Governmental Affairs independently monitor the regulatory environment to determine the proper retail basis assumptions.
There is no formal process to validate and document tariff curves.  Documentation should include any disagreements with groups outside of the curve generators, along with the resolution of the disagreement. 
Validated tariff curves to Regulatory Affairs (completed documentation for 83 of top 100 utilities, which represents 99% of aggregate power positions). 
Scott Stoness/ Wanda Curry


12/31/00
· 

Deal Capture
Legal confirms gas mid-market deals.
There is a lack of proper segregation of duties between the deal structuring and deal capture functions for gas GNO and gas mid-market deals. 
A separate deal capture/ confirmation function has been developed, which included securing appropriate resource(s). 
Neil Hong
Completed
· 

Fulfillment

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 4/01

Development and Verification of Customers’ Commodity and Services Baselines/ Inaccurate Billing and Trading Positions
Instituted set-up templates, verification procedures, and accuracy tracking tools for data entry of customer energy bills.
A process does not exist to monitor baseline versus actual consumption post contract signing.
Developed process to update revised baseline data in customer billing (G-DOC and Deep Dive initiatives).
Wanda Curry/

Meredith Eggleston
Completed
· 

Financial Operations

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status at 4/01

Accounting and Volumetric Reconciliations/

Potential Accounting Errors
None noted.
Certain accounts (accounts receivable detail ledgers and intercompany accounting) are not fully reconciled to the general ledger.


Reconciled Max Exposure to the GL and the A/R account as of 12/31/00. Due to system limitations, a process was developed to properly maintain.
Kevin Hughes/Wade Stubblefield/

Wanda Curry


Completed
· 




Established process to ensure timely and complete reconciliation of accounts in the future.
Kevin Hughes/

Wade Stubblefield


Completed


· 

General

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Target Completion Date
Status   at 4/01

Accounting Information/

Unauthorized Transactions and Trading Positions
None noted
There are no formal policies and procedures related to non-commodity risk management, financial accounting and reporting and cash management.
Engaged resources to assist in developing certain accounting policies and procedures. Completed implementation of Corporate Cash Control Standards. 
Kevin Hughes/

Wade Stubblefield
Completed/ On-going
· 

Action Steps Completed Prior to 2/01

Deal Origination

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status

Development and Verification of Customers’ Commodity and Services Baselines/

Longer Sales Cycle and Inaccurate Deal Economics
EES has established standard data collection templates and analysis procedures to create commodity baselines.
EES did not maintain formal policies and procedures related to the baseline processes prior to June 2000.
Developed detailed policies/procedures in mid-June, with the assistance of AA. 


Mark Denner
· 




Communicated policies and procedures through weekly and quarterly meetings. Procedures are accessible to all pertinent parties via a shared directory.


Mark Denner
· 




Developed process to monitor compliance through weekly communications.


Mark Denner
· 

Risk Management

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status 

Portfolio Valuation/ Monitoring of Risk Management Activities/

Inaccurate MTM and 

Trading Positions
EES has established gas and power risk books and instituted daily reporting procedures for commodity positions. 
EES has not established risk books related to all risk aspects of its transactions to support complete, accurate and timely accounting and management of GNO contracts.
Established interactive EAM books, which allow EAM project information to drive real option valuation.
Wanda Curry/

Meredith Eggleston
· 




Value MTM on project real options for legacy GNO contracts.
Wanda Curry/

Meredith Eggleston
· 




Develop process to actualize EAM capital deployment (time and cost).
Wanda Curry/ Meredith Eggleston
· 




Develop process for re-forecasting total consumption volumetric savings.
Meredith Eggleston/ Neil Hong
· 


The EAM Options group provides a Project Options Valuation Summary reflecting the net EAM position to the commodity desks.
Currently, the EES DPR does not reflect the underlying long power positions included in the EAM Option Model.
The enhanced RPS system now includes these options and positions are reflected in the DPR. 
Wanda Curry/ Meredith Eggleston
· 

Tariff Curve Generation and Maintenance/ Inaccurate MTM and Trading Positions
EES Tariff Risk Management Group, RAC, and Governmental Affairs independently monitor the regulatory environment to determine the proper retail basis assumptions.
EES does not have a process to determine the impact of volumetric changes on tariff scalars. Changes in energy consumption/customer rate class should be captured in deal valuation.
A process exists whereby the Post Pricing Group takes actual volumes and reforecasts the load that results in a change of rate class for a customer.
Neil Hong 
· 


Risk Management (continued)

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status 

Portfolio Valuation/ Monitoring of Risk Management Activities/

Inaccurate MTM and 

Trading Positions
EES has established gas and power risk books and instituted daily reporting procedures for commodity positions.
EES has not established risk books related to all risk aspects of its transactions to support complete, accurate and timely accounting and management of GNO contracts.
Established wholesale commodity risk books and report positions daily.
Wanda Curry/

Meredith Eggleston
· 




Developed EAM options model to capture consumption savings and report intrinsic value and volumetric positions.
Wanda Curry/

Meredith Eggleston
· 

Tariff Curve Generation and Maintenance/ Inaccurate MTM and Trading Positions
EES Tariff Risk Management Group, RAC, and Governmental Affairs independently monitor the regulatory environment to determine the proper retail basis assumptions.
There is no formal process to validate and document tariff curves.  Documentation should include any disagreements with groups outside of the curve generators, along with the resolution of the disagreement.
Established documentation process for tariff curve assumptions.
Scott Stoness/ Wanda Curry


· 

Fulfillment

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status 

Regulatory Reporting/

Reputational Risk and Contingent Liabilities
None noted
Processes do not exist to ensure complete, accurate and timely reporting of energy usage data to regulatory entities. For example, several issues have been noted with respect to the California ISO reporting process.
Established environmental retail reporting oversight (Corp. Governmental Affairs, Environmental Health and Safety, and EES) and compliance function.
Marianne Castano/ George Phillips
· 

Regulatory Reporting/

Reputational Risk and Contingent Liabilities
None noted
Processes do not exist to ensure complete, accurate and timely reporting of energy usage data to regulatory entities. For example, several issues have been noted with respect to the California ISO reporting process.
Implemented MDMA 2.1 software enhancement to accurately capture ISO settlement data. 
Kevin Hughes/ Wanda Curry
· 

Development and Verification of Customers’ Commodity and Services Baselines/ Inaccurate Billing and Trading Positions
Instituted set-up templates, verification procedures, and accuracy tracking tools for data entry of customer energy bills.
A process does not exist to monitor baseline versus actual consumption post contract signing.
Established team and process to monitor customer baseline versus actual consumption post contract signing.
Wanda Curry/

Meredith Eggleston
· 


Financial Operations

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status

Accounting and Volumetric Reconciliations/

Potential Accounting Errors
None noted.
Certain accounts (accounts receivable detail ledgers and intercompany accounting) are not fully reconciled to the general ledger.


Engaged contractor resources to reconcile GL and gas passthrough accounts.
Kevin Hughes/

Wade Stubblefield
· 

General

Risk Area/Implication
Identified Controls
Items to be Addressed
Action Steps
Owner
Status

Information Technology/

Business Interruption
Integrated EES business continuity planning with larger Corporate effort.
A formal tested plan has not been developed and implemented to ensure timely restoration of operations in the event of a major disruption of information processing activities.
Purging extraneous access to the system.
Pete van de Gohm
· 




Implemented Corporate minimum IT standards. Gaps will be closed per the 2000 AA Infrastructure Audit.
Pete van de Gohm
· 
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· Completed
· Almost Completed
· Progressing
· To Be Addressed
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